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Young Hwan Chang Qie Huf, Claire J. Tomlin

Abstract—Cyber-physical systems (CPSs) are found in many of CPS relies on specific assumptions about attack modetand i
applications such as power networks, manufacturing proceses, s rarely the case that one estimator/detector can prageast
and air and ground transportation systems. Maintaining searity all possible attacks. From the attacker’s point of viewrétteas

of these systems under cyber attacks is an important and . . . .
challenging task, since these attacks can be erratic and tisu been work on how to design optimal attack signals for diffiére

difficult to model. Secure estimation problems study how to control systems and applications [6]-[9]. From the coitered
estimate the true system states when measurements are copted  point of view, researchers have studied how to detect attack
and/or control inputs are compromised by attackers. The autors  [10], [11] and how to accurately estimate the states andebnt

in [1] proposed a secure estimation method when the set of jho gysiem when it is under attack. One approach to design
attacked nodes (sensors, controllers) is fixed. In this papewe . ) .

extend these results to scenarios in which the set of attadtte secure_ estimation and contrql algorithms for a CPS-under-
nodes can change over time. We formulate this secure estiniah ~ attack is to model the attack signal as process or measutemen
problem into the classical error correction problem [Z] and noise. This approach is adopted in robust control and figeri
we show that accurate decoding can be guaranteed under amethods. For examplé/, and H,, controllers are designed
certain condition. Furthermore, we propose a combined seee o, 1hat the system continues to function properly when it is

estimation method with our proposed secure estimator above - . . N
and the Kalman Filter (KF) for improved practical performan ce. subjected to bounded model uncertainty or disturbance [12]

Finally, we demonstrate the performance of our method throgh ~ Similarly, stochastic controllers [13] and filtering mettso
simulations of two scenarios where an unmanned aerial vehie such as residual filters [14] and the Kalman Filter (KFE) [4],

is under adversarial attack. [15] model the attack signal as noise or disturbance that
Index Terms—Cyber-physical systems, Error correction, Se- follows a certain probabilistic distribution. Thereforeete
cure estimation controllers may fail to detect attacks that are poorly medel

by a noise process, such as adversarial attacks.
As a result, researchers formulated algorithms that treat
attack signals more explicitly. In game theory, for example
Cyber-physical systems (CPSs) consist of physical cofitre controller and attacker are players with competinggal
ponents such as actuators, sensors and controllers that CAame, where the attacker is trying to maximize some cost of
municate with each other over a network. For example, gss and the controller is trying to minimize [it [16]=[20]hiE
consider a scenario in which a group of unmanned aerf@kmulation requires assumptions about the attacker'siptes
vehicles (UAV) is flying in a formation, and each UAVstrategies. Nevertheless, attacks are usually erratictaed
continuously sends information such as its position to fothﬁssumption that they can be described by a specific model or
vehicles wirelessly. Or we can consider each UAV continghat the controller is aware of such a model may be unjustified
ously sends information to a remote control center. Altfougn [13], the authors studied a hybrid controller consistafg
communication networks are often protected by security-megifferent controllers, each designed to protect againpeaific
sures, cyber attacks could still take place when a malicio%e of attack signal.
attacker obtains unauthorized knowledge of the access kewore recently, there has been work on secure estimation
The attacker can either jam a communication link preventifghere attack signals can be arbitrary and unbounded, but the
information from being sent or received [3], or it can spoddet of attacked nodes is fixed [1]. Inl [1], the authors studied
sensor readings and send erroneous control signals td@stUasecure estimation of a linear time invariant system when the
[4]. For CPS systems, cyber attacks not only compromiggt of attacked nodes does not change over time, and they
information but can also cause damage in the physical psocgsroposed a novel method by formulating the system under
This presents new challenges and thus demands new steategfiaick as an estimation problem. They also showed how one
and algorithms/[5]. can increase the number of correctable errors (i.e., ingrov
Researchers have studied the prOblem of CPS under attﬁ@( System’s resilience against attacks)_ S|m||ar|y |]:£|’[ﬂ'|e
from different points of view. Each work for security probile  authors extended the work inl[1] by relaxing the assumption
Y. H. Chang is with the Department of Biomedical Enginee,ringc'f havmg an eXaCt system model, however they kept th.e
Oregon Health and Science University, Portland, OR 97201AUs- assumption of a fixed set of attacked nodes. Furthermore, in
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whether it was under attack. The authors concluded thatkattasignals in our setting Instead, we propose anp-optimization-
on actuators alone can only cause bounded estimation efvased estimator by vertically stacking the error vectord an
without being detected; whereas sensor attacks can catisn, applying the classical error correction technique [2
unbounded estimation error, eventually driving it to irtfini Therefore, note that our decoder is different from the one
as time goes to infinity, while being undetected. proposed in [1]. We prove that, when the set of attacked
In this paper, we are interested in the case in which the setdes can change between different time points, the maximum
of attacked nodes can change over time. We focus on secouenber of sensor attacks that can be corrected is still tine sa
estimation and control of systems under sensor attackpsecaas when the set of attacked nodes are fiXed [1]. This is not a
this type of attack is relatively easy to perform and thustraightforward result, since the assumption of fixed &#ec
particularly interesting. Take UAVs for example: actuatare nodes is removed and a different secure estimator is used.
installed onboard with hardwired local feedback loops,clhi  In addition, we show that under a certain condition, our
are unlikely to be corrupted by adversarial attacks. Commsecure estimation problem is equivalent to the classical er
nications with external sources, on the other hand, are mumbrrection problem [2]. In order to guarantee accurate deco
more vulnerable. This includes GPS position measuremeitg in the latter problem, a suitable coding matrix is usuall
and communications between a UAV and a remote contrciosena priori. However, in our problem, the coding matrix
center for UAV traffic management. An attacker that wantonsists of system matrices and therefore, cannot be chosen
to disrupt the information injects false position measwrata arbitrarily. Thus, instead of using the usual conditionnas
(Man-In-The-Middle (MITM) attack[[2R]). If it is aware that Restricted Isometric Propertyl[2], we provide a more pradti
the UAV uses a decoder designed against fixed attacked nodley, using pole placement, to guarantee the existence of an
[1], then it can attack an additional measurement at rand@uocurate decoder in our setting. Furthermore, we show the
from time to time, so that such a decoder would fail. Thusonnection between a secure estimation problem and an error
in general, a malicious agent who is aware that the syst@mrrection problem wheY” > 1 (in [1], the authors only
employs a decoder designed against fixed attacked nodes, @isnussed this connection for whé&n= 1). We then use results
purposely attack different nodes at different time stepthat from [1] and [2] to propose a computationally efficient secur

such a decoder would fail. estimator. As in[[L], we do not assume that the attack signal
follows any model, therefore our method works for any type
A. Contributions of attack.

In Theorem 1, we give a theoretical condition for perfect

th One of th? keyfchntgbutttlons co)lf oudr Paper Is thm& rela>|<( recovery of system states when the number of attacked nodes
€ assumption of fixed atiacked NOdes In Previous works ? less than the maximum allowable limit. Although this

[ [21]_' hence allow attacked nod)es to change between ondition may not always be satisfied in practice, simukatio
ferent t|me.steps. For example, lféf deno'te. the attaCk/errorresults show that our proposed estimator would still recove
vector at timei. Ip other words, if r(1tc)>d.ez IS not attacked the correct states with high probability. Simulation résul
at _tlmet then thei-th compor_1ent Ofe. is zero, otherwise, further show that the above theoretical condition is oftem t

it is nonzero. The assumption of fixed atta_cke_d nodes Bnservative in practice, and can be relaxed.

previous works means that the_ support_eé‘f) Is fixed for_ Finally, we propose to combine our secure estimator with a
t€{0,---,T—1}. As an illustration, consider a system with ¢ y, ;e improve its practical performance. The KF does
two corrupted(tg\odes and construct an error matrix using t bt only filter out occasional estimation errors by the secur
error vectorse™™ as estimator, but also noisy measurements. We demonstrate the
effective of our combined estimator using two examples of
UAVs under adversarial attack.
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B. Organization of the Paper

wherex denotes a nonzero component (i.e., attack or corrup-This paper is organized as follows. Sectioh Il gives an
tion). Observe that the set of nonzero rows correspondseto gverview of secure estimation for CPS when attacked nodes
set of attacked node®y leveraging this fact, the secure are fixed, as well as compressive sensing and error comectio
estimator in [I] detects attack signals by minimizing the Sectior 1] formulates the problem of secure estimation nvhe

number of nonzero rows in the above error matrix attacked nodes can Change over time and connects it to the
On the other hand, we study the case in which the set @¥se when attacked nodes are fixed. Sedtidn IV explains our
attacked nodes can change over time: proposed secure estimation algorithm and assesses it&cptac

performance using a humerical example. We also describe how

* 0 3 to combine it with a KF to improve its performance in practice
(e® e ... e (T-1)y = E’; ; Finally we present two more realistic numerical examples of
0 ; UAVs subject to adversarial attack in Sectigh V. In this last
* e

section, we also characterize how pole placement can be used
Note that the set of nonzero rows no longer corresponds to thdrade-off control and secure estimation, and show thegae

set of attacked node¥hus, the row support minimization fusion can improve practical performance. In this papeg, th
method used in [1] cannot be applied to detect attack terms ‘estimator’ and ‘decoder’ are used interchangeably.



C. Notation whereM; represents théth row of M. The cardinality of the

number of nonzero componentsin on the assumption of fixed attacked nodes, because in thgs cas
e |zl := X", |z:| wherex € R™. Note that this is not this cardinality is equal to the number of corrupted nodés T
the same al&owsupp(-)| defined in [1]. lo norm in Equation[(2) can be approximated by/amorm

« For a matrixM € R™*", (M) = {z € R"|Mz =0} 1O give a convex decoder and thus making it computationally

represents the null space bf. R(M) denotes the range feasible. _ o _ _
space of\/, and is defined as the set of all possible linear We are interested in generalizing this result to scenarios

combinations of its column vectors. where the attacked nodes can change over time. More pre-
cisely, the set of attacked nodes is allowed to change ay ever
Il. OVERVIEW time step. The decoder in Equatiéh (2) would not be appleabl

L i in these scenarios because the cardinality of the row stppor
A. Secure Estimation for Fixed Attacked Nodes [1] (Y1) — (T)3) no longer represents the number of attacked

Consider a linear dynamical system in the presence @bdes. Consider the example of attacking a system with

attacks: nodes numberefD, 1, ...,n—1}, and an attacker corrupts node
N ) NN O] i at timet, wherei is the remainder of/i. In other words,
. ; . the attacked node is cycled through the set of all nodes. The
gy = Cz® 4 (1)

number of nodes attacked at any time step is one, however
wherez(®) € R” represents the state of the system at tine the cardinality of the matrixy’ ™) — @(")z) is equal toT.
N, y® € R? is the output of the sensors at timande(?) € Thus, the cardinality of the row support in Equatiéh (2) does
RP represents attack signals injected by malicious agents"@t help in estimating: any more. One may argue that the
the sensors. decoder in[[1] can be used, with = 1, to solve a secure

In [1], the authors proposed an elegant state estimatiBftimation problem where the attacked nodes can change over
algorithm against adversarial attacks, where the attapiats time. However, whef" = 1, the number of correctable errors
can be unbounded and do not have to follow any particul@®n not be large. From Proposition 1 (i.e. Proposition 2] [1
model, but they assumed that the set of attacked nddes the decoder can corregterrors after]’ = 1 step if and only
does not change over time. More preciselykifc {1,...,p} if forall z € R"\{0}, [supp(C'z)| > 2¢". As an example, for
is the set of nodes that were attacked, then we have f§¥y C € RP*" wherep < n, C has a nontrivial null space,

all t, suppfl(e®) c K. Then, they formulated the problemhence there exists € R"\{0} such thatisupp(Cz)| = 0; in
of reconstructing the initial state(®) of the plant from the Otherwords, zero errors are correctable. Therefore, thedi

corrupted observationg/(!)),—o  r_; as follows: in [1] cannot be easily extended to the case where the atlacke

nodes can change over time.

Definition 1. ([]) ¢ errors are correctable aftel” steps by |, this paper, we propose a new secure estimation method
the decoderD : (R?)" — R” if for any z(®) € R", any

_ inspired by the error correction problem][2] that relaxes
K C {1,..,p} with |[K| < ¢, and any sequence of vectorshe assumption of fixed attacked nodeslih [1], under certain
e, .. eT-1 in R? such thatsupp(e”)) c K, we have

0 (T-1)\ _ (0) B A o) conditions, and therefore generalizes the resultslin [1theo
D™,y ) = @ wherey™ = CA™z™ + ¢!V for 556 where the set of attacked nodes can change over time. Our
t=0,.,T-1L algorithm can be formulated as &roptimization, hence it is
Proposition 1. ([I]) Let T e N\{0}. The following are computationally efficient. Before we describe this tecleiq
equivalent: we first give a brief overview about compressive sensing and
(i) There is a decoder that can corregterrors afterT steps; €rror correction in the following section.

(i) For all z € R"\{0}, |supp(Cz) U supp(CAz) U --- U

supp(CAT-12)| > 2q.
PP( 2l 1 B. Overview: Compressive Sensing and the Error Correction

The authors then proposed the optimal decoder: Problem [2]

D, <y(0)7y(1)7.“y(T1)) — argmin Y@ _ D3 1) Compressed SensingSparse solutions: € R™, are

ZER™ 10(2) sought to the following problem:

where the linear mapd™ : R — RP*T is defined min |||, subject tob = Az (4)
by 2 — [Cz | CAz | .. | CAT 'z], YD = v
@ 1y | g™ e R, and thely  whereb € R™ are the measurementd,e R™™ (m < n) is
“norm” of M is the number of nonzero rows i as follows g sensing matrix and ||, denotes the number of nonzero
[1]: elements ofz. The following lemma provides a sufficient

1M1, 2 lrowsupp(M)| = |{i € {1, ... p}|M; £0}| (3) condition for a unique solution tdl(4)1[2]:

) Lemma 1. ([23]) If the sparsest solution t@{(4) hds:|, = ¢,
If f is any real-valued or vector-valued function on a topolabspace >
X, the support off, denoted bysupp(f), is the closure of the set points m 2 2q and all subsets qu columns ofA are full rank, then

where f is nonzerosupp(f) = {z € X | f(z) # 0}. the solution is unique.



Proof. Suppose the solution is not unique, hence there exisgt F'eq = 0 where|supp(eg)| < 2¢. Since NV (F) = R(C),

x, # xp such thatAz; = b and Az; = b where ||z,]|, = there existsz such thate, = Cz (i.e., eg € R(C)). Then,
lz2]l, = q. Then A(z; — x2) = 0 andx; — 22 # 0. Since [supp(Cz)| = [supp(eg)| < 2¢ (contradiction).

|z — 22|, < 2¢ and all2¢ columns ofA are full rank (i.e. (1) = (i): We again resort to contradiction. Suppose
linearly independent), it is impossible to have — z2 # 0 that there exists # 0 such that|supp(Cz)| < 2¢. Let L,
that satisfiesd(z; — 22) = 0 (contradiction). O andL. be two disjoint subsets dfl, ..., p} with |L;| < ¢ and

|L2| < ¢ such thatL; & Ly = supp(Cz) (suchL; and Lo
exist since|supp(Cz)| < 2q). Let e; = Cz|1, be the vector
obtain fromC'z by setting all the components outside bf
%o 0, and similarly lete; = —C'z|1, (i.e., e1 # e2). Then we
ave(Cz = e; — ey With supp(e;) C L; andsupp(ez2) C Lo
ith |L1] < ¢ and|Ls| < g. Now, considery = Cz + ¢

2) The Error Correction Problen J2]:Consider the classi-
cal error correction probleny: = Cz+e whereC € RP*™ is a
coding matrix(p > n) and assumed to be full rank. We wish t
recover the input vector € R™ from corrupted measurement
y. Here,e is an arbitrary and unknown sparse error vector.
reconstructe, note that it is obviously sufficient to reconstruct
the vectore since knowledge of’z + e together withe gives 3 = F'y = F(Cz+e) = F(ey —ea+¢e) = F(e1 —e2) + Fe
Cz, and consequently sinceC' has full rank [2]. In[2], the = Fe — F(e; —e3) =0
authors construct a matrik which annihilate<C' on the left, o .

i.e. FCx — 0 for all z. Then, they apphF to the outputy 1 he last equality is due to/(F) = R(C) (i.e. FC = 0).
and obtain Since all subsets dfq columns of " are linearly independent,
j=F(Cz+e¢) = Fe (5) e1 — es = 0 (contradiction). O

Note that in Proposition]2i) is the condition in Proposition

ﬂ?whenT = 1 and (i¢) is the condition given in Lemma

[ and Sectior 1I-BR. Not surprisingly, wheli = 1 (i.e.,

no dynamics), the secure estimation problem for the case

when attacked nodes are fixed is identical to the scenario

) when attacked nodes can change over time. In the following

correcting decoder. . . .
section, we show the connection between the secure esimati

3) Equivalence between the two prografgsand /;: In
[2], the authors mentioned that the computational intfzitita problem, when attacked nodes can change, and the eror
carrection problem whef® > 1.

of the [p-program led researchers to develop alternatives, and
a frequently discussed approach considers a similar pmogra
in the Iy norm which goes by the name of Basis Pursuit.
Motivated by the problem of finding sparse decompositions 8f Problem Setting

special signals in the field of mathematical signal procegssi  consider the linear control system as follows:

a series of beautiful and ground breaking works| [24]-[27] (t41) ® ®

showed exact equivalence between the two programend z = Aoz + Bu 6)
l;. Therefore, thdy norm in [4) can be approximated by an y® = Cz® 4 ®

[y norm to give a convex decoder and is therefore computa- ] ] ]

tionally feasible. We will discuss in more detail the coratit wherez(®), y ande® are as defined in Equatiofl (1), and

required to ensure accurate decoding ugingptimization in ul) € R™ represents the control inputs.
Sectior[1V. In [1], the authors showed that given a systéd,, C), we

can increase its number of correctable errors using feé&dbac

) o control. More specifically, for a give®3, design a matrixd
C. Connection between Secure Estimation and Error Corregb that the pair(A, + BG,C) is resilient against a large

tion whenT =1

Thus, the decoding problem can be reduced to that of rec
structing a sparse vectar from the observationg = Fe.
Therefore, by Lemm@l 1, if all subsets &f columns ofF are
full rank, then we can reconstruct aayhose|supp(e)| < q.
We refer to a decoder that can corregcerrors as a-error-

IIl. SECUREESTIMATION VIA ERROR CORRECTION

number of attacks, while satisfying other design constsain

It is interesting to note the connection between the condiractically, this represents the following scenario: agitsl
tions for there to exist g-error-correcting decoder in a securesystem possesses a local control loop that has direct access
estimation problem (Propositidd 1) and an error correctido the state of the plant and that can control the evolution
problem (Lemma&ll and Sectign 1-B2). We consider the casé the physical system. This is reasonable if the sensors
T =1 in this section and cover the general caseffor 1 in are connected to the local controller through a wired link
Section Il that is not subject to external attacks. Also, as part of the
overall plant, a higher-level supervisory and monitoriggtem
receives measurements from the sensors through wireléss an
vulnerable communication links that are subject to attdtks

Motivated by this, in this paper, we assume that the local
control loop implements a state feedback law of the form
u® = Gz®. The resulting closed loop system matrix is
(A, + BG). To simplify notation, we will useA to denote
Proof. (i) = (ii): Suppose there exi€tg columns of (4, + BG). Without loss of generality, iiB = 0, we have the
which are linearly dependent. Then, there exists4 0 such open-loop systemz(‘t1) = A, 2" andy®) = Cz® 4 ¢®),

Proposition 2. GivenC' € RP*"™ wherep > n and C is full
column rank, the following are equivalent for there to exst
g-error-correcting decoder:

(i) for all z € R™\{0}, |supp(C=z)| > 2¢;

(ii) all subsets of2¢ columns of " are linearly independent
where N (F) = R(C).



B. Reformulation into an Error Correction Problem

assumption if(p - T — n) > 2s = 2¢ - T'). Thus, we consider

The problem that we consider in this section is to reconstr®2!Ving the followingl,-minimization problem

the initial statez(?) of the plant from the corrupted observa-

tions ) wheret = 0,...,T — 1. Let E, 1 denote the set
of error vectors[e®); ... ;e(T=Y] € Rr? where eache®)

satisfies|supp(e(?)| < ¢ < p. Note that the set of attacked

nodes can change over time.

y(l) CAx(O) + e(l)
Yy & = )

(T—1) CAT-1 0) L eT-1)

Y Xz e

- ()
CA

= 2O+ B 2029+ B, 1
caT

whereY € RP'T is the set of corrupted measurements énd

RPTxn represents the observability matrix of the closed loop

system. We assume that rg@ = n. This is a reasonable

assumption because if not, the system is unobservable and

E,r = arg min [|E[,, subject toY = Qi E  (11)

Given E, 7, we can then solve for(®) from the first block
row of Equation[(D):

2 = RI1Q (Y - E,r) (12)

The second method recovers’) from the corrupted dati
directly by solving the followind-minimization problem([2]:

min ||V — &z, (13)

Lemma 2. z(9 is the unique solution of (13) if and only if

E, 7 is the unique solution of (11).

Proof. (By [2]) Observe that on one hand, sinte= ®x(9) +
E,r and we may decompose= z(© 4+ v, hence

@) < min | By — @ol),

thus we cannot determinel®) even if there was no attackgp the other hand. the constrai] E = ¥ = QJ E .z

(Eqr =0).
» Open-loop caséB = 0): A full column rank condition

represents the paifA4,,C) being observable. In other

words, if not, one cannot reconstruct” even if there
were no errors in the measuremenpt?, ..., y(T—1 [1].
State-feedback case: Since the state-feedback may a

ILﬁﬂ’:ﬁtjs, [11) and[(I3) are equivalent prografs [2].

means thaty = £, r — ®v for somev € R™ and, therefore,

@ < winlEl,,
= HbinHEq,T_q)le1

E=E,7 —®v

O

the observability of a system (even though the pair

(Ao, C) is observable), we have to satisfy rgdh = n
for the closed-loop system with state-feedback.

Even though we are interested in the stat®) and not
necessarily the error vectorf, r, Lemmal[2 states that

Note that the closed-loop system with state-feedback is cah the attack vectors cannot be uniquely determined from
trollable if and only if the open-loop system is controlibl (I7), then we cannot estimate® uniquely from [IB). [[1]
However, state-feedback may affect the observability of #iso mentioned this notion: the existence of a decoder that

system.

can correctq errors is equivalent to saying that the map,

We now present two methods, inspired by error correctic{@ Iq,T] :R" x E,r — (RP)T has an inverse for the first

techniques[[2][[23], to estimate(®), and show that they are
equivalent. The first method determines the error vegigy
first, and then solves far(®). Consider the&) R decomposition
of & € RPTxn,
R

¢ = [Ql Qﬂ {01] =@ (8)
where [Q1 Q2] € RrT*PT s orthogonal, Q1 €
RPT*n Qg € RPTX®T-1) and R; € R™*™ is a rank-

n upper triangular matrix. Pre-multiply Equation] (7) by

(@1 Q] !
T R T
oy =0+ | 3] B ©)
We can now solve fo, r using the second block row:
Y2Q)Y =Q;Eyr (10)

where Q) € R®T-mx»T From Lemmdll, Equatiori (1.0)
has a uniques(< ¢-T')-sparse solution if all subsets B§(<

20
Eqr
since the attack vectors are uniquely determined:t%y and
they®’s, i.e., e® = y) — CAt2(0),

Next we provide the condition for there to exist a unique
solution to [IB):

n components of its domain wheé = [& I,7] [

Proposition 3. z(® is the unique solution of((13) if all

subsets of2s columns of@, are linearly independent and

® is full column rank. Also, this condition is equivalent to
|supp(®z)| > 2s = 2(q- T') for all z € R™\{0}.

Proof. By Lemmall[2 and Propositidd 2 and noting that by
definition V'(Q, ) = R(®). O

C. Connection to Secure Estimation with Fixed Attacked
Nodes

It may be interesting to note the connection between the
conditions for the existence of gerror-correcting decoder

2q - T) columns of Q] are full rank (this is a reasonablewhen the attacked nodes are fixed (Proposifion 1) and when



the attacked nodes can change over time (Propositiovi-3E 1) m = 1: Suppose there exists € R™\{0} such

R™\{0}, that |[supp(®z)| < 2¢ - T. Without loss of general-
. _ ity, let «; # 0 and«a; = 0 for all j # i, then,
i) |supp(Cz) Usupp(CAz) U ---Usupp(CAT12)| > 2 ity J J
(1) Isupp(C:2) U supp(Cidz) U+ USUPRICAT )l > 2050 > [stpp(@2)] = [supp(as®u,)| = [supp(®v,)

(the set of attacked nodes is fixed) (contradiction;. Vu;, |supp(®v;)| > 2¢ - T).
N =1 , 2) m = 2: By Lemmal®.

(i) [supp(®z)| = > [supp(CA'z)| > 2¢- T 3) m > 3: By LemmalT and Propositidd 6.

=0

We need to choosE to satisfy the worst case for amy such
(14) thatn > m > 2. Thus, if T is chosen according to Theorem

We have shown in Propositi¢h 2 that when= 1, (i) and (i) then(i) and (iii) are also equivalent. =
are equivalent. Wheff" > 1 (i.e., with dynamics), in order to
connect conditiong:) and (i¢) in (I4), we make use of the
following lemma:

(the set of attacked nodes can change)

Lemma 4. Assume that the paitd,, B) is controllable. Then
the closed-loop system with state feedback is controllabte
thus, there exist&? such that the eigenvalues of the closed-
Lemma 3. AssumeA has n distinct non-zero eigenvaluesloop matrix A (= A,+ BG), i.e., A1, ..., A, can be arbitrarily

(M| > A2 > -~ > |X\y| > 0) and T > n. Then, the |ocated on the complex plane.

following are equivalent: o )
Proposition 4. Assume thatank(®) = n, the pair (4,, B)

(i) V2 € R"\{0}, is controllable, the closed-loop matrit (= A, + BG) hasn
|supp(Cz) Usupp(CAz) U ---Usupp(CAT~'2)| > 2¢  non-zero eigenvalues with distinct magnitudes @i chosen
(i1) Yo; € R™ where Av; = \;v; (i.e., eigenvector ofl), as in Theorem 1. Then, the condition for secure estimation of

Isupp(Cos)| > 2 g-errors when the set of attacked nodes is fixed ((idn (14)) is
PPLC v 9 _ the same as the condition for when the set of attacked nodes
Proof. Refer to the proof in [1]. O can change over time ((ii) i .(14)).

By using the above lemma, in order to validate conditioproof. By Propositiod 2, Lemmads 3 afifl 4 and Theorem[I
(i) (i.e., the condition to ensure accurate decoding), we can

simply check conditior{iz) for all eigenvectors. Motivated by
this, we prove the following result: D. Discussion: Connection between Secure Estimation and

Theorem 1. Let A € R™*",C' € RP*™, Assume thatA, C) Error Correction
is observable andd hasn distinct magnitude and non-zero Note that the condition of"’ to ensure accurate decoding

eigenvalues (i.eJ\1| > [A2| > -+ > |A,| > 0). Define: is different depending on whether the attacked nodes aré fixe
o 5; 2 [supp(Cv;)|, wherew; is an eigenvector ofl, or changing. As mentioned previously, this is because when
o« SE {51,850, ,5,}, the set of attacked nodes changes over time, the connection
e S, is a subset ofS with m elements. between the row support of the error matrix and the corrupted

ChooseT such thatT > max{T%, - ,T,} whereT,, > nodes is lost, therefore more time steps are required taensu

(m;lil?rn_li;sm for all subsetsS,,. Then, the following are equivalence between conditions (ii) and (iii) in Theorem 1.

equivalént (whenn = 1, we have shown that (i) and (ii) in !N the proof, we consider the case whetehasn nonzero
Equation [T%) are equivalent whefé = 1): eigenvalues with distinct magnitudes (i.e. all eigenvalase
real). However, this is the worst case scenario. Our sirimulat

(i) Yv; € R" where Av; = Ajvi, [supp(Cvi)| > 2¢ results have shown that the lower bound @hgiven in
(i) Yv; € R™ where Av; = A\jv;, |supp(®v;)| >2¢-T  Theorem 1 can be relaxed significantly, in practice (Section
(iii) Yz € R"\{0}, |supp(®z)| > 2¢ - T IV-B. Practical Performance).
(i.e. condition (ii) in Equation[{14)) What if A has complex §|genvalues?_For instance, assume
that A € R3*3 (n = 3) and it has one pair of complex conju-
In order to prove Theorem 1, we make use of lemmas 6*g?ate eigenvalues and one real eigenvalue Xz (= A1), A3

and proposition 6 (see Appendix): where A\;, ), € C, A3 € R and~ represents the complex
Proof. (Proof of Theorem 1) conjugate. We denote; = z + iy, vo = U3 = x — 1y
First, it is simple to prove that(i) and (ii) are andvs = w wherez, y, w € R" are linearly independent.
equivalent (- [supp(®v;)| = Z;}F:_()I|SUDD(CA’“U¢)I — Aqy z € R™ can be represepted by a linear combination of
Zf;oﬂsupp()\fcvm =T - |supp(Cv;))). n independent vectors iR", i.e., z = avy + avy + fw =
Second, we want to show thét) and (izi) are equivalent. 2Re(av1) + fw = a1z + azy + fw wherea € C, B € R
The direction(iii) = (ii) is trivial, since(ii) is a specific @Md a1 = Re(a) € R anda; = —Im(a) € R. Therefore,

case of (jii) withz = v;. The other direction is more complex._the same results for real eigenvalues applies. In other ayord
Note thatA is diagonalizable, therefore its eigenvectors forr E‘fp,?(czﬂ = [supp(Cy)| = [supp(Cw)| = p andT" >

S

a basis forR™. Now consider the decomposition efin the @ then|supp(®z)| > 2¢-T wheres} ,,; represents

. - . . —2q . L
eigenbasis of4, i.e.z = Y | a,;v; with a; # 0 for at least the number of cancelled support of linear combinations,af

onei. andw at time stepk.
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Fig. 1. Success rate and mean erroripfdecoder on different systems (ideal coding matrix, desigstate feedback and
poorly designed system with = 8, p = 10 andT" = n, where black dot lines show the fundamental limit for dyneathi
systems and ideal coding matrix case respectively. We sd#eaththe number of attacked nodes increase, success rate
decreases. Also, by designing state feedback gain propezlymprove success rate and decrease mean error.

IV. DESIGN THEOPTIMAL DECODER satisfies|supp(e®)| < ¢ for all ¢. In [1], the authors proved

To ensure accurate decoding using the error correctiffiftt the maximum number of correctable errors for fixed
method [2], the coding matrix must satisfy suitable condisi 2ttacked nodes is alsg,/2 —11. Therefore, we can relax the

named Restricted Isometry Properties (RIP). In generaketh assumption of fixed attacked nodes, without compromisieg th
conditions are extremely difficult to check. Thus, in preeti maximum number of correctable errors. In addition, we show

Theorem 1.4[[P] is almost always used to design the codiH@)"Jlt if ') can appear in an arbitrary fashion, t.he’? itis possible
matrix a priori. This theorem states that a coding matrif1at more errors can be corrected at a certain time step.

whose entries are sampled from independent and identicginma 5. Let A € R"*", C' € RP*"™ and assume that4, C)
distributions satisfies the RIP condition with OVerWhelg]inis observable andd hasn non-zero eigenva'ues with distinct
probability. However, itis hard to choose such a maarpriori - magnitudes. Then, when the attacked nodes can change over
since our coding matrix is structurally constrained: asishim  time, the number of correctable errors aftér= max{n, T*}

Equation [[7) ® consists ofCA* wherei = {0,---,T~1}.In  steps is maximal and equal t/2 — 1], where T* is the
this Section, we use Lemria 3 and the results from Propositigiver bound oril” from Theorem 1.

4 in [1] to design a matrix® with good RIP, using state
feedback. The decoder can then be formulated asan Proof. By PropositioriB, if all subsets afq - T' columns of
minimization problem. Q4 € RPT-—mxpT are linearly independent, therl®) is
the unique solution of {13) and hengenon-fixed errors are
correctable. Since the number of rows@§ is smaller than
the number of columns @, and all subsets dfg-T columns
Since conditiongii) and (ii7) in Theorem 1 are equivalent,of Q] are linearly independent, we must havéd —n > 2¢-T
condition(iz) can be used to design a state feedback controlersatisfy the condition of Proposition 3. Rearranging thies
such that the closed system can achieve accurate decodin@.—n/(2T) > ¢. Because, ¢ € N, hence aftefl” = n steps,
More specifically, choose an adequate control law such thgsy2 — 1/2 > ¢, i.e., the maximal number of errors that could

« each row ofC is not identically zero, be corrected i = [p/2 — 1/2] = [p/2 — 1]. Finally, since

« the closed-loop system matrik hasn distinct magnitude the pair(A,C) and the value off” satisfy the conditions in
and non-zero eigenvaluds\(| > [\a| > - > |\,| > 0), Theorem 1, then this many errors are correctable. O

o Yu; € R” whereAv, = Av;, |supp(Cuv;)| > 2¢.

A. Decoder Design

In [1], the authors prove the maximum number of correctable

Without loss of generality, the first condition holds. Fof. .
) . . ixed attacked nodes using (Lebesgue) measure zero. However
example, if there exists a zero rowd we can simply remove .
we prove the maximum number of correctable nodes, when

that row from_Q W|_thout c_hangmg th_e system's behavior. Th?hey can change over time, using the dimensionalitygf
second condition is required for equivalence in Theoremdl an

the third condition is used for good RIP. and Theorem 1.

Next, we prove that the theoretical limit of the maximunRemark 1. Suppose:(!) can appear in an arbitrary fashion,
number of attacked nodes (which can change over time) tlatother words,e*) does not satisfysupp(e))| < ¢ for all
can be corrected i$p/2 — 1], under the condition that(¥)  ¢. For example, no error occurs at= 1 but 2¢ errors occur
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Fig. 2. Success rate and mean errorlpfdecoder on three
different systems (ideal coding matrix, designed state
feedback and poorly designed system with- 8 and

Fig. 3. lllustrative comparison of different estimation
methods (KF only, secure estimator only, secure estimator
with a KF). KF on its own fails to estimate the true state as

jr“]:fn) (‘jN'th d'ﬁeirfm.pf: [3’ 10, 1.2]' IBIack solid l'gebsi ST(OW attack signal is non-Gaussian. Secure estimation only edeth
the fundamental limit for dynamical systems and blac correctly estimates system state most of the time but

dashed lines show the fundamental limit for the ideal COdir@ccasionalIy has large estimation errors. The combinatfon

matrix case. We see that as the number of attacked nOdessec:ure estimator and KF can track the true state trajectory

increases, the success rate decreases. Also, by desityeing erfectly

state feedback gain properly, we improve success rate an
decrease mean error.

each time=() wherei = {0, ..., 7} and distribute the remaining
att = 2. Let k = [supp(F, r)| denote the total number of4 attacks arbitrary.
errors in T' steps, thenz(”) is the unique solution of (13) if In order to compare with coding matrix with good RIP,
all subsets ok columns ofQ, are linearly independent and we illustrate the performance of such matrices togethete No
® is full rank. that since our coding matriX is constructed by stacking
A® in Equation [¥) where = {0,...,T — 1}, there could

Therefore, it is possible that more errors can be corredteda . . . . . :
o e limitations on having good restricted isometry constant
a certain time step. However, the total number of correetab

. L . caused by structural constraints. Fundamental limits 1 th
errors in" steps is stillg -7'. Note that this is a more generalo timization for both secure estimation and ideal codirg ar
problem setup than that inl[1]. P I g

also shown in Figurg] 1.

Figures 1 and]2 show the practical performance (success
B. Practical Performance rate) of our proposed, decoder on three different systems
We show the performance of our proposed decoding al with n =8, p = 10 and T = n. Note that even though a very
rithm using an arbitrary system. We consider thedecoder Sthall value ofT(=n) is used, com,pared to that dl_ctatgd by
i Theorem 1, our proposed decoder’s performance is stilequit
on a system withn, = 8, p = 10 andT = n where A good. This demonstrates that the lower boundibgiven in

IS chosen arbnraply (_|.e., th? gntrles of are Ch‘,’se” S Theorem 1 is conservative, and can be relaxed in practice.
independent and identically distributed random varighdesl ) _
In Figurel2, we see that asincreases, more measurements

C is chosen such that every row 6f has only one nonzero
component (i.e., each row @ is not identically zero). This (p) were needed to correctly recover the state of the system.
i practice, this can be done by fusing different types of

setting is more reasonable than a random system [1], , q her. E | id
ii.d. Gaussian entries since such a matrix would have goBfasurements and sensors together. For example, consider a

RIP. For different numbers of attacked nodes, we test tRénPlified UAV dynamics where = [pm,py,pz,vm,vy,_vz} :
decoder on 500 different trials with different systems arfgf)’S represent positions and.)’'s represent velocities. The
initial conditions. The initial conditions:(®) were randomly ©Pservation equations of the IMU and GPS are as follows:
generated from the standard Gaussian distribution andethe s

of attgcked npdes were chosen at random and could change Crarw = [0sxs 1], Caps = [T 03] (15)
over time. Since we increase the number of total attacked

nodes duringl’ steps by 1 as shown in Figufé 1, we first

distributeq = | S/T'| attacks arbitrary for each tim€*) and By combining measurements from both IMU and GPS,
randomly distribute the remainingS — ¢ - T') attacks. For we can increase the types of measuremenfs C =
example, in Figurgll, fof = 20, we have at least 2 attacks for[CIMU; Cgps] € Rpxn



C. Secure Estimation in conjunction with a Kalman Filter process even when the attack sigrél), is not. More specifi-
ly, the secure estimator usually perfectly recowéts thus
—é® =0 ando® = v(®), What happens when the secure
estimator fails? Equationl(7) shows that the estimatee stat
2D = A2® 4 By 4 () time ¢, #(Y), does not directly depend on the estimated state at
(16) another time point:(™) (¢ # 7). As a result, when the secure
y® = Cz® +e® 4 O X S N
: estimator fails, its estimation erros(*) — ¢(t) appears to be
wherez®, y®, u(®) ande(® are as defined in Equatiofl (6); dulte random. Putting these togeth@_z@ = et e+ is .
andv are zero mean i.i.d. Gaussian process and measurenfipEer t‘? a ze[?) mean _Wh'te Gaussian Process than the drigina
noises, respectively. attapk I'T‘lgnﬁle ‘f. This improves ;the .Kth performanceh. )
One option is to model the attack signal as noise and appl inatly, t eif statement in Algorithm 1 ensures that the
cure estimator always has access fgast measurements, as

a standard KF. More specifically, one would define a ne ) . . :
measurement noise vectot!) — e® 1 v so that the mea- required by Theorem 1. A more realistic example illustrgtin
' these behaviors is shown in Figure 8.

surement equation becomgd) = Cz® + 5®) . A KF would
then take the inputs® and the corrupted measurements
to estimate the state§|[7]. However, KFs are derived using
the assumption that both process and measurement noises ake this section, we demonstrate our method through simu-
zero mean i.i.d. white Gaussian processes, but attacklsigration of two more realistic examples where a UAV is under
are usually erratic and may be poorly modeled by Gaussiadversarial attack.
processes [7]. For example, in GPS spoofing attacks, attack
signals are often structured to resemble normal GPS signalsyay Model
or can be genuine GPS signals captured elsewhere. Therefor . . . .
when the %ystem is subje?cted to If?zldversarial attacks that arSNe consider a quadrotor with the following dynamics:
poorly modeled by Gaussian processes, a KF is expected to ) = 402® + Bu® 4 k4 w®
fail to recover the true states. Figuré 3 gives an illusteati y® = Cz® 4 ® 4 O
example where an attack signal that increases linearly with
time is injected into the measurements of state The red wherez = [pw,vw,Hw,ém,py,vy,ey,éy,pz,vz]T is the state
dashed line shows a plausible estimated state trajectory frvector.p,, p, andp, represent the quadrotor’s position along
a KF. the z, y and =z axis, respectivelyv,, v, andv, represent its

On the other hand, our proposed secure estimation mettwedocities. 6, and 6, are the pitch and roll angles respec-
does not assume that the attack signal follows any particutively, 6, and 6, are their corresponding angular velocities.
model. Nevertheless, when the number of attacked nodes are: [0,.,6,.,, F]7 is the input vectord, ; is the reference
close to the theoretical limit of correctable errors, ouruse pitch or roll angle, andF' is the commanded thrust in the
estimator would occasionally fail to perfectly recover ghates vertical direction.y = [p,, py,p-|7 represents compromised
(Figured 1 and12). The green dashed line in Figure 3 depipssition measurements from the GPS under attack signal
a possible estimation result in such a scenario: the edtmaandv represent process and measurement noise respectively.
state trajectory follows the true trajectory most of thedjm k is a constant vector which represents gravitational effect

Consider the state estimation problem for a system unoc%
attack, with the following dynamics: ¢

V. NUMERICAL EXAMPLES

(17)

but with occasional deviations. and can be dropped without loss of generality because we can
Hence, to improve the performance, we propose to combiakvays subtract it out im.. Ay’ refers to the j-th entry of the
our secure estimator with a KF as follows: subsystem matrix of the discretized rotational dynamigs
and B}, refers to thei-th entry of the input-to-state mapy
Algorithm 1 Combined secure estimator with KF for the discretized rotational dynamicg, is the discrete time
1: Initialize the KF step,g is the gravitational acceleratiom is the mass of the
2: for eacht do qguadrotor and<r is a thrust coefficient. Further details about
3: if + > T then this model and its derivation can be found nl[28].
4 Estimate the attack signal at time é®), using
secure estimator B. Pole Placement
> else A(t) Assume that the UAV uses the state feedback control law
& Setét™ =0 u® = Gz®, whereG is the feedback matrix which can be
I end if . designed. If the pairAp, B) is controllable, then we can
8:  Form a new measurement equatigh) = Cz(® +

chooseG to place the closed loop poles anywhere in the

complex plane. For example, we can design a Linear Quadratic

Regulator (LQR), such a controller would be optimal with

respect to a certain quadratic cost function, but may no¢ hav

good secure estimation properties. For instance, we eealua
The intuition is that the secure estimator acts as a pre-filtehether the sufficient condition fog-error correction (i.e.,

for the KF, so that(*) is close to a zero mean i.i.d. Gaussiafsupp(®v;)| > 2¢ - T for all ) holds for both an LQR

7@, whereg® = y® — &) andd(®) = () — &) 4 ()
9: Apply standard KF using. and g
10: end for
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controller and an alternative controller, with modified s#d
loop poles. Figurdd4 shows that the alternative controller
satisfies the condition in Theorem 1, but the LQR controller
does notjsupp(®v;)| < 2¢-T fori = 1,2,9 and10. Although

the alternative controller is less optimal with respechi® ¢ost
function, it's better at estimating attack signals and leetihe
states, as shown in FigurEs 5 dnd 6 . This implies that we
can use feedback control to design the closed loop poles of ¢
system to achieve our desired trade-off between control anc
secure estimation performance.

Although it might be hard to do this in a systematic way, in
our experience, small perturbations to the poles, such & ma
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ing them more spread out and reducing their magnitudes) ofeig. 5. True attack signal, estimated attacked signal and
improve the controller's estimation performance. Althbtlgis  estimation error of 2 cases of secure estimation (closep loo
is a heuristic method, it is relatively easy to carry out i@igenvalues designed by LQR, closed loop eigenvalues
order to satisfy the conditions in Theorem 1; whereas for thgodified to improve attack estimation). In the left column,
error correction method [2], checking whether a coding matrsolid lines represent true attack signals, dashed lines are
satisfies RIP is extremely difficult. estimations. In the right column, difference between thee tr
attack signals and their estimates in each case is plotted.

Supp( ) v)
60 T T
:;’ ‘3,'2 Placement Attack Est. (LQ) True Attack (LQ) Est. Error (LQ)
;\, 40
: 10 20 30 40 50 10 20 30 40 50 10 20 30 40 50
o / Attack Est. (Modified) True Attack (Modified) Est. Error (Modified)
;at 20
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10
Fig. 6. Estimated attack signal, true attack signal and
[ R R S B estimation error of 2 cases of secure estimation (closeg loo

eigenvalues designed by LQR, closed loop eigenvalues

Fig. 4. Evaluation of sufficient condition

modified to improve attack estimation). Left column shows

(|supp(®v;)| > 2¢ - T) for all closed loop eigenvectors estimated attack signals. Middle column shows true attack
where closed loop eigenvalues are designed by LQR and signal. Right column shows estimation error. Each row
closed loop poles can be placed properly to improve attackcorresponds to one type of measurement. Red pixels indicate
signal estimation: modified system (pole placement) sa$isfi positive values, green pixels indicate negative values and

the condition in Lemmal3 for all eigenvectors but system black indicates zero.

designed by LQR does not satisfy the condition.
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Satellite

KF (ny=5) SE (ny=5) KF + SE (ny=5)

Remote Control
Center

Fig. 7. Different communication channels that could be
subject to adversarial attacks.

Fig. 8. Estimated UAV trajectory by three methods (KF only,
C. UAV under Adversarial Attack Secure estimator only, Secure estimator with KF) under
MITM attack . Solid blue line is the true UAV trajectory. Red

1) MITM Attack in Cor_nmumca'uon W'th a Rgmote ControJ}Iotted lines represent estimated trajectory by each method
Center or in UAV Formation:n this section we illustrate and

compare the performance of three state estimation methods,
namely 1) KF only, 2) secure estimation only, and 3) secure ] o o
estimation combined with KF. On February 15, 2015, thgPuld break up the formation. The malicious agent injects a
Federal Aviation Administration proposed to allow routime cOntinuous and increasing signal in theposition measure-
of certain small, non-recreational UAVs in today’s aviatio Ments. To make the estimation task harder for the recelver, t
system [[29]. Thus in the near future, we may see UARgent also injects a random Gaus_3|an noise to an additional
such as Amazon Prime Aif [30] and Google Project Win@easuremer!t, and the choice of th|s nqde can change at each
vehicles [31] sharing the airspace. In order to manage thige step. Figurél8 shows the simulation results. The true
UAV traffic, we may imagine a scenario in which each UArajectory of the UAV (solid blue line) starts from the pasit
periodically sends measurements such as its position dR@rked by the blue triangle and ends at the position marked
velocity wirelessly to a remote control center, which theRY the blue square. KF fails to filter out the attack signal
estimates the vehicle’s trajectory, for collision avoidarfor [N the z-position measurements as it is highly non-Gaussian,
example. The communications link between the UAV and ttfd estimates a trajectory (dashed red line) which signifiza
control center could be subject to MITM attacks in whicKliffers from the true trajectory. Although the secure estion
a malicious agent spoofs the information being sent andff'rectly estimates some portions of the trajectory anditta
received (Channel 1 in Figuf@ 7). Similar attack scenari@9sition of the vehicle, it produces spontaneous errorsen:t
could arise in UAV formation: for formation control, indisiial ~ direction. Finally the combined method with secure estiomat
UAVs receive information from other UAVs wirelessly in orde @1d KF perfectly recovers the true path of the UAV.
to estimate other vehicles’ positions, and this commuitoat  2) GPS Spoofing:We then study adversarial attacks in
channel is attacked (Channel 2 in Figlie 7). the navigation system. Assume that the UAV uses a Linear
Assume that the attacker spoofs the position measuremeQtsgadratic Gaussian (LQG) controller to follow a desirechpat
in order to deceive the receiver that the UAV is deviating imit), designed by LQ control. In other words, a KF takes
the z-direction. In the UAV traffic management scenario, thisompromised and noisy measuremeyits and outputs a state
could cause the control center to initiate unnecessarisimil estimatez(*), which is then used for state feedback control:
avoidance procedures; in the UAV formation example, thig? = G(2(® — "), whereG is the feedback gain matrix.
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Note that in Sectioh ' V-Q1, the feedback controller had direc
access to the state measuremerits, therefore the actual
vehicle trajectory is unaffected by attacks.

We first assume that the vehicle only uses GPS for naviga-

True Attack (ny=3) Est. Error (ny=3)

1
2
3

2
3

WIS P The Atack (e st 5 = tion, i.e.,y = [Pz, Dy, P-|* wherep;’s are noisy GPS position
1 1 ’ 1 xs Pys Pz 7
; 2- measurements. Consider the scenario where an attackes want
Trde Atack (ny<5) * Ext Error (ry-5) to deviate the UAV's actual trajectory from its desired path
j- thus preventing it from reaching its destination. He irgeat
B @50 o2 0 o N sinusoidal signal tg,. (Channel 3 in Figurgl7). In addition he

2
4

injects a Gaussian noise to a randomly chosen measurement
node at each time step. Figufés 9 10 show that KF cannot
filter out the attack signal in this case (Kk, = 3), thus
gives incorrect state estimaté¥’, which then causes the true
vehicle trajectory (red dashed line) to deviate signifigant
from its desired path (solid blue line) as shown in Figure
1020 30 40 50 [I3. As proposed in Sectidn TVFC, we then combine secure
estimation with KF. We can see from Figuids 9 10 (KF
+ SE,n, = 3) that its attack signal estimation is significantly
more accurate with only a small estimation error fgrand

p. . Therfore the UAV can follow its planned path much more
closely (Figuré1l1).

We now illustrate the effect of sensor fusion. In addition
Middle column shows true attack signal. Right column to GPS signals, IMU can be used to measure velocitigs, pitch
shows estimation error. Each row corresponds to one type%’?d roll a_ngle_s. Increased types Of me_asurements Improves
measurement. Red pixels indicate positive values, green gttapk estimation by the secure estlma}tlon method as shovyn
pixels indicate negative values and black indicates zero. n E|gur¢@ anfL10. On the other hand, it ha_s no affect on KF's

estimation accuracy (Kk, = 5, KF n, = 8). Figure 11l shows
when 5 and 8 types of different measurements are available,
the combined secure estimation with KF method enables the
UAV to completely filter out the attack signal and perfectly
follow its original planned trajectory (KF + Sk, = 5, KF +
SEn, = 8).

The proposed secure estimator is designed based on the
assumption that the number of compromised sensors is no
more than[p/2 — 1]. On the other hand, if more sensors are
0 2 20 corrupted, then we can no longer guarantee perfect decoding
S e A Therefore, as Figurie 11 shows, the number of measurements,

p, can be increased when designing the secure estimator, in

)
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Fig. 9. Estimated attack signal, true attack signal and
estimation error of different cases (KF using 3, 5 and 8
different measurements respectively, KF with secure
estimation using 3, 5 and 8 different measurements
respectively). Left column shows estimated attack signals
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In this paper, we consider the problem of secure estimation
for CPS under adversarial attacks. Unlike the assumption of
fixed attack nodes in [1], we allow the attack nodes to change
from time to time but we can still estimate these attack digna
accurately under a certain condition. In addition, we ps®po
a secure estimation based KF that is computationally effficie
Fig. 10. Desired and actual UAV trajectory of different casegnd makes no assumptions about the attack signal model. We
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KF (ny=3) KF (ny=5) KF (ny=8) T
C =" 1.We havec] vAla = ¢/ vAka = 0,

T aq 0 )\l T aq 0 )\k
T el B il 2B

We can reformulate this as follows:

1 A faa 07 [of |0
1 A% [0 | |vg “= o
Az

wherey = $2. SinceA hasn non-zero and distinct magnitude
eigenvalues17| # 1 anda; # 0,as # 0, thus we must have
v] ¢; = vy ¢; = 0 (contradiction, since the-th row of Cvy
and Cvy are not zero by assumption).

(2) Let Ly, Lo, L12 be three disjoint subsets §f,--- | p}

Fig. 11. Desired and actual UAV trajectory in different caseSUch thatli = supp(Cv1)Nsupp(Cvz)®, L = supp(Cvz)N

(KF using 3, 5 and 8 different measurements respectively, SUPP(C1)°, and Liz = supp(Cv1) N supp(Cvz) where the
KF with secure estimation using 3, 5 and 8 different superscript represents the complement. Theopp(Cv1) =

_ 2 _
measurements respectively). Blue solid lines represent th L1 @ L1z, supp(Cvz) = Lz ® L1z, 51 = [supp(Cuy)| =

A _

desired trajectory. Red dash lines represent actual UAV L1 ¢ Luof > 2q, 52 = supp(Cv2)| = |L2 @ Li2| > 2q and

trajectory under adversarial attack. s12 = |L12| < min{s1, s2}. Also, possible cancellations only
occur in the subsek > by definition.

|supp(®z)| = [supp(a191 + aatba)|
APPENDIX =T (s1—512) +T- (52— 512)

T—1
+ 2(312 - 57]?,12)
k=0

KF + SE (ny=3) KF + SE (ny=5) KF + SE (ny=8)

(Proof of Theorem 1)

!

-1
=T-. (51 + S9 — 512) — 55712
k

In the following lemmas and proposition, we assume the —

following:

1) A € R™ " hasn distinct magnitude and non-zero

T—1
>T-(s14+ 52— min{Sh 82}) - Z 3’:,12
eigenvalues |Q1| > |A2| > -+ > |A| > 0, \; # 0), -

(A, C) is observable. Wheres’:)12 is the number of cancelled supportin- at time
2) Vu; € R" where Av; = \; (i.e., eigenvector ofd), stepk. More specifically; € s¥ |, if ¢/ vy # 0 andc va # 0,
|supp(Cv;)| > 2¢ but ¢/ vA*¥a = 0. From (1), we have the followings:
0
In addition, we define the following notations: = Spaz < Lo
[ ve v € RML A2 diagihy, oA} € RP 815 < |Lial = 801
and v; = [Cv;; \iCvi; A2Cuy;- -+ ;A1 1Cw;]. Since A is 5215 < |L1a| — 8010 — sL1

diagonalizable, then raifik) = n. Thus the eigenvectors of
A form a basis forR™ and anyz € R™ can be expressed
in the eigenbasis of4, i.e., z = Z?:l a;v; = v -, wWhere

T-2
T _
a=|an,az, - an] . sty < |Laa| =) sk
We will first consider a simple casen(= 2 andm = 3) k=0
and then generalize the resultsrto> 3. ThUS,ZZ:_Ol 57@712 < |Li2| < min{sy,s5}, and
Lemma 6. (m = 2) Considerz = Zle av; (i.e., ar # 0, |supp(®z)| > T - max{s1, s} — min{sy, sa} > 2¢ - T.

OQ#O, OZjZO,VjZ:}): n

1) If the i-th row of CvA*a = 0 at time stepk where Lemma 7. (m = 3) Considerz = 23 azv; wherea, # 0,
¢l v # 0 ande] vy # 0, then thei-th row of CvA'a # (0 s £ 0 andag = 0 for i = {4,5,--- ,n}.
0forallle{0,---,T—1} wherel # k.

2) If 7> —mindsisa} _ then|supp(®z)| > 2¢ - T.

max{si,s2}—2q’

1) Zz;ol Sf,123 < 2 - 5193 Where sjo3 = |Li23] =
Isupp(Cv1) Nsupp(Cvz) N supp(Cvs)|.
2) If T > piminlsisass) then|sypp(®z)| > 2¢ - 7.

max{si,s2,53}—2q"’

Proof. (1) (suppose notg/ CvA*a = ¢/ vA*¥a = 0 where
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Proof. (1) Claim: thei-th row of CvA*«a can be zero at most time steps satisfiegj;‘::_o1 K 19m < (m —1) - s12.., Where

2 times overT time steps. $12...m = |supp(Cv1) N -+ - Nsupp(Coy,)|-
suppose noty vA?a = ¢/ vA®a = ¢/ vAfa = 0 (d .
. 7(é fga.p Vi ¢ ! @7 Proof. Claim: thei-th row of CvA*a can be zero at most
' (m — 1) times overT' times steps. (suppose not)
MoX X Tar 0 0 0
Af XS XS |0 ax O|vig=|0 A A4 o X T 0 - 0 0
Mo Mo 0 as 0 A OA e M| |0 e e 0| 0
. . . . . LV G =,
nonsingular : : . . . . . . .
(We can prove the non-singularity of this matrix using [A Az -+ ALl [0 0 - o 0
elementary row operations and showing it is full rank: M1 1 e 1
—d —d —d
1 oyfy s 1 ol ol _ At A2 A
1 ’71;2 7;3 ~ 10 ’Y1iz — s 71;3 — 15 : : : :
L o7vie 73 0 Yo =72 3= BVEED T et
d d d d
Y12 5'713 . L 9 6713 ., anm X m alternant matrix
Y13~ 713 Y13~ 713 d
1 Yiz—Y13 Yiz—Y13 _ Y13—Mi3 9 Qg -
0 7{2_7?2 0 0 7{2_'71d2 Y2~z . VTQ
f_.d e _.d . . .
where s — TL=ha o£ () 0 0 - XL - am

Yi2 — V12 71627712
Thereforev ' ¢; = 0 (contradiction). A similar derivation as in _. . o .
Since the first matrix is an alternant matrix, we can show that

Lemmal® then show3 % 1 sk . <2 . > _ ; ) ;
b Bliq Sz < Lo it is a nonsingular matrix by using an alternant determinant
(2) ConsiderCvy, Cvs, Cvs and ®z: .
and a Vandermonde matrix [32]. Therefové ¢; = 0 (con-
supp(Cv1) supp(Cuvz) supp(Cus) tra}ji_cltiokn). A similar derivation as in Lemma 6 then shows
Ly 0 0 k=0 Sr,12--m < (m — 1) ©812...m- [
0 Lo 0
0 0 L3 Proposition 6. Considerz = .., a;v; Where a; # 0 for
L Lo 0 i={l,---m}andn > m > 2. IfT>m%;q&”
0 Los Lo whereS,, £ {s1,52,--- , sm}, then|supp(®z)| > 2¢ - T.
L3 0 Li3
L123 L123 L123 Proof.

Without loss of generality, assumg > s, > s; (recalls; =  [SUPP(®z)[ > T max{s;} — 1- (s12 + 513+ Sm—1,m)
|L1 @ L1z @ L13 ® L1as| = |L1| + s12 + $13 + S123): correspond tg, Ca
—2-(s123 + 8124 + - Sm—2,m—1,m)

|supp(®z)| =T - (s1 — S12 — 513 — S123)
+ T - (s3 — S12 — 523 — S123)

correspond tq,, C3

+T - (s3 — 523 — 513 — 5123) —=(m-=1)- 519..m
T-1 correspond tg,, Cr,
+ Z ((512 - 5]:,12) + (823 — 515,23) >T - -max{s;} — (s12+ -+ $12...m)
. <p
+ (513 — 8713) + (5123 — 5f,123)> —1-(s123+ 5124+ Sm—2,m—1,m)

—---—(m—2)-512...m

=T (s34 51+ 52— S12 — S13 — 523 — 2 - 5123)
>T -max{s;} —(m—2)-p—s12..m

T-1

- Z (sF 12 + 8723 + 5513 + 57 123) > T -max{s;} — (m —2) p—min{s;}
k=0 >2q-T

>T-s3—p—si23 >T 53— p—min{sy,s,s3}

>2q-T O
Wherer;J (55,124'515,234‘55,13) < Ss12+S23+513< p—S123,

f;ol S¢_123 < 2- 8193 and S193 < min{sl,SQ, 83} and note ACKNOWLEDGMENT
that T’ >w152i32} O . .
max{s1,s2,83}—2¢ This work was supported by the NSF CPS project Ac-

Proposition 5. Considerm eigenvector combinationg: > tionWebs under grant number 0931843, NSF CPS project
m > 2). Then, the total number of cancellations ovEr FORCES under grant number 1239166.
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