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Secure Estimation based Kalman Filter for
Cyber-Physical Systems against Adversarial Attacks

Young Hwan Chang∗, Qie Hu∗, Claire J. Tomlin

Abstract—Cyber-physical systems (CPSs) are found in many
applications such as power networks, manufacturing processes,
and air and ground transportation systems. Maintaining security
of these systems under cyber attacks is an important and
challenging task, since these attacks can be erratic and thus
difficult to model. Secure estimation problems study how to
estimate the true system states when measurements are corrupted
and/or control inputs are compromised by attackers. The authors
in [1] proposed a secure estimation method when the set of
attacked nodes (sensors, controllers) is fixed. In this paper, we
extend these results to scenarios in which the set of attacked
nodes can change over time. We formulate this secure estimation
problem into the classical error correction problem [2] and
we show that accurate decoding can be guaranteed under a
certain condition. Furthermore, we propose a combined secure
estimation method with our proposed secure estimator above
and the Kalman Filter (KF) for improved practical performan ce.
Finally, we demonstrate the performance of our method through
simulations of two scenarios where an unmanned aerial vehicle
is under adversarial attack.

Index Terms—Cyber-physical systems, Error correction, Se-
cure estimation

I. I NTRODUCTION

Cyber-physical systems (CPSs) consist of physical com-
ponents such as actuators, sensors and controllers that com-
municate with each other over a network. For example, we
consider a scenario in which a group of unmanned aerial
vehicles (UAV) is flying in a formation, and each UAV
continuously sends information such as its position to other
vehicles wirelessly. Or we can consider each UAV continu-
ously sends information to a remote control center. Although
communication networks are often protected by security mea-
sures, cyber attacks could still take place when a malicious
attacker obtains unauthorized knowledge of the access key.
The attacker can either jam a communication link preventing
information from being sent or received [3], or it can spoof
sensor readings and send erroneous control signals to actuators
[4]. For CPS systems, cyber attacks not only compromise
information but can also cause damage in the physical process.
This presents new challenges and thus demands new strategies
and algorithms [5].

Researchers have studied the problem of CPS under attack
from different points of view. Each work for security problems
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of CPS relies on specific assumptions about attack model and it
is rarely the case that one estimator/detector can protect against
all possible attacks. From the attacker’s point of view, there has
been work on how to design optimal attack signals for different
control systems and applications [6]–[9]. From the controller’s
point of view, researchers have studied how to detect attacks
[10], [11] and how to accurately estimate the states and control
the system when it is under attack. One approach to design
secure estimation and control algorithms for a CPS-under-
attack is to model the attack signal as process or measurement
noise. This approach is adopted in robust control and filtering
methods. For example,H2 andH∞ controllers are designed
so that the system continues to function properly when it is
subjected to bounded model uncertainty or disturbance [12].
Similarly, stochastic controllers [13] and filtering methods
such as residual filters [14] and the Kalman Filter (KF) [4],
[15] model the attack signal as noise or disturbance that
follows a certain probabilistic distribution. Therefore these
controllers may fail to detect attacks that are poorly modeled
by a noise process, such as adversarial attacks.

As a result, researchers formulated algorithms that treat
attack signals more explicitly. In game theory, for example,
the controller and attacker are players with competing goals in
a game, where the attacker is trying to maximize some cost of
loss and the controller is trying to minimize it [16]–[20]. This
formulation requires assumptions about the attacker’s possible
strategies. Nevertheless, attacks are usually erratic andthe
assumption that they can be described by a specific model or
that the controller is aware of such a model may be unjustified.
In [13], the authors studied a hybrid controller consistingof
different controllers, each designed to protect against a specific
type of attack signal.

More recently, there has been work on secure estimation
where attack signals can be arbitrary and unbounded, but the
set of attacked nodes is fixed [1]. In [1], the authors studied
secure estimation of a linear time invariant system when the
set of attacked nodes does not change over time, and they
proposed a novel method by formulating the system under
attack as an estimation problem. They also showed how one
can increase the number of correctable errors (i.e., improve
the system’s resilience against attacks). Similarly, in [21], the
authors extended the work in [1] by relaxing the assumption
of having an exact system model, however they kept the
assumption of a fixed set of attacked nodes. Furthermore, in
[7], the authors studied attacks on both sensors and actuators
of a stochastic linear dynamical system. They assumed that
the system used statistical analysis on the residual between
actual measurements and those predicted by a KF to determine

http://arxiv.org/submit/1429209/pdf


2

whether it was under attack. The authors concluded that attacks
on actuators alone can only cause bounded estimation error
without being detected; whereas sensor attacks can cause
unbounded estimation error, eventually driving it to infinity
as time goes to infinity, while being undetected.

In this paper, we are interested in the case in which the set
of attacked nodes can change over time. We focus on secure
estimation and control of systems under sensor attack, because
this type of attack is relatively easy to perform and thus
particularly interesting. Take UAVs for example: actuators are
installed onboard with hardwired local feedback loops, which
are unlikely to be corrupted by adversarial attacks. Commu-
nications with external sources, on the other hand, are much
more vulnerable. This includes GPS position measurements
and communications between a UAV and a remote control
center for UAV traffic management. An attacker that wants
to disrupt the information injects false position measurements
(Man-In-The-Middle (MITM) attack [22]). If it is aware that
the UAV uses a decoder designed against fixed attacked nodes
[1], then it can attack an additional measurement at random
from time to time, so that such a decoder would fail. Thus
in general, a malicious agent who is aware that the system
employs a decoder designed against fixed attacked nodes, can
purposely attack different nodes at different time steps sothat
such a decoder would fail.

A. Contributions

One of the key contributions of our paper is thatwe relax
the assumption of fixed attacked nodes in previous works
[1] [21], hence allow attacked nodes to change between dif-
ferent time steps. For example, lete(t) denote the attack/error
vector at timet. In other words, if nodei is not attacked
at time t then thei-th component ofe(t) is zero, otherwise,
it is nonzero. The assumption of fixed attacked nodes in
previous works means that the support ofe(t) is fixed for
t ∈ {0, · · · , T − 1}. As an illustration, consider a system with
two corrupted nodes and construct an error matrix using the
error vectorse(t) as

(e(0), e(1), · · · , e(T−1)) =







0 0 · · · 0
∗ ∗ · · · ∗
0 0 · · · 0
∗ ∗ · · · ∗







where∗ denotes a nonzero component (i.e., attack or corrup-
tion). Observe that the set of nonzero rows corresponds to the
set of attacked nodes.By leveraging this fact, the secure
estimator in [1] detects attack signals by minimizing the
number of nonzero rows in the above error matrix.

On the other hand, we study the case in which the set of
attacked nodes can change over time:

(e(0), e(1), · · · , e(T−1)) =







∗ 0 · · · ∗
∗ ∗ · · · 0
0 0 · · · ∗
0 ∗ · · · 0






.

Note that the set of nonzero rows no longer corresponds to the
set of attacked nodes.Thus, the row support minimization
method used in [1] cannot be applied to detect attack

signals in our setting. Instead, we propose anl1-optimization-
based estimator by vertically stacking the error vectors and
then, applying the classical error correction technique [2].
Therefore, note that our decoder is different from the one
proposed in [1]. We prove that, when the set of attacked
nodes can change between different time points, the maximum
number of sensor attacks that can be corrected is still the same
as when the set of attacked nodes are fixed [1]. This is not a
straightforward result, since the assumption of fixed attacked
nodes is removed and a different secure estimator is used.

In addition, we show that under a certain condition, our
secure estimation problem is equivalent to the classical error
correction problem [2]. In order to guarantee accurate decod-
ing in the latter problem, a suitable coding matrix is usually
chosena priori. However, in our problem, the coding matrix
consists of system matrices and therefore, cannot be chosen
arbitrarily. Thus, instead of using the usual condition known as
Restricted Isometric Property [2], we provide a more practical
way, using pole placement, to guarantee the existence of an
accurate decoder in our setting. Furthermore, we show the
connection between a secure estimation problem and an error
correction problem whenT > 1 (in [1], the authors only
discussed this connection for whenT = 1). We then use results
from [1] and [2] to propose a computationally efficient secure
estimator. As in [1], we do not assume that the attack signal
follows any model, therefore our method works for any type
of attack.

In Theorem 1, we give a theoretical condition for perfect
recovery of system states when the number of attacked nodes
is less than the maximum allowable limit. Although this
condition may not always be satisfied in practice, simulation
results show that our proposed estimator would still recover
the correct states with high probability. Simulation results
further show that the above theoretical condition is often too
conservative in practice, and can be relaxed.

Finally, we propose to combine our secure estimator with a
KF to further improve its practical performance. The KF does
not only filter out occasional estimation errors by the secure
estimator, but also noisy measurements. We demonstrate the
effective of our combined estimator using two examples of
UAVs under adversarial attack.

B. Organization of the Paper

This paper is organized as follows. Section II gives an
overview of secure estimation for CPS when attacked nodes
are fixed, as well as compressive sensing and error correction.
Section III formulates the problem of secure estimation when
attacked nodes can change over time and connects it to the
case when attacked nodes are fixed. Section IV explains our
proposed secure estimation algorithm and assesses its practical
performance using a numerical example. We also describe how
to combine it with a KF to improve its performance in practice.
Finally we present two more realistic numerical examples of
UAVs subject to adversarial attack in Section V. In this last
section, we also characterize how pole placement can be used
to trade-off control and secure estimation, and show that sensor
fusion can improve practical performance. In this paper, the
terms ‘estimator’ and ‘decoder’ are used interchangeably.
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C. Notation

• |supp(x)| denotes the support of vectorx, i.e., the
number of nonzero components inx.

• ‖x‖l1 :=
∑n

i=1|xi| wherex ∈ Rn. Note that this is not
the same as|rowsupp(·)| defined in [1].

• For a matrixM ∈ Rm×n, N (M) = {x ∈ Rn|Mx = 0}
represents the null space ofM . R(M) denotes the range
space ofM , and is defined as the set of all possible linear
combinations of its column vectors.

II. OVERVIEW

A. Secure Estimation for Fixed Attacked Nodes [1]

Consider a linear dynamical system in the presence of
attacks:

x(t+1) = Ax(t)

y(t) = Cx(t) + e(t) (1)

wherex(t) ∈ Rn represents the state of the system at timet ∈
N, y(t) ∈ Rp is the output of the sensors at timet ande(t) ∈
Rp represents attack signals injected by malicious agents at
the sensors.

In [1], the authors proposed an elegant state estimation
algorithm against adversarial attacks, where the attack signals
can be unbounded and do not have to follow any particular
model, but they assumed that the set of attacked nodesK
does not change over time. More precisely, ifK ⊂ {1, ..., p}
is the set of nodes that were attacked, then we have for
all t, supp1(e(t)) ⊂ K. Then, they formulated the problem
of reconstructing the initial statex(0) of the plant from the
corrupted observations(y(t))t=0,...,T−1 as follows:

Definition 1. ([1]) q errors are correctable afterT steps by
the decoderD : (Rp)

T → R
n if for any x(0) ∈ R

n, any
K ⊂ {1, .., p} with |K| ≤ q, and any sequence of vectors
e(0), ..., e(T−1) in Rp such thatsupp(e(t)) ⊂ K, we have
D(y(0), ..., y(T−1)) = x(0) wherey(t) = CAtx(0) + e(t) for
t = 0, ..., T − 1.

Proposition 1. ([1]) Let T ∈ N\{0}. The following are
equivalent:
(i) There is a decoder that can correctq errors afterT steps;
(ii) For all z ∈ Rn\{0}, |supp(Cz) ∪ supp(CAz) ∪ · · · ∪
supp(CAT−1z)| > 2q.

The authors then proposed the optimal decoder:

D0

(

y(0), y(1), · · · y(T−1)

)

= argmin
x̂∈Rn

∥
∥
∥Y (T ) − Φ(T )x̂

∥
∥
∥
l0

(2)
where the linear mapΦ(T ) : Rn → Rp×T is defined
by x 7→

[
Cx | CAx | ... | CAT−1x

]
, Y (T ) =

[
y(0) | y(1) | ... | y(T−1)

]
∈ Rp×T , and the l0

“norm” of M is the number of nonzero rows inM as follows
[1]:

‖M‖l0 , |rowsupp(M)| = |{i ∈ {1, ..., p}|Mi 6= 0}| (3)

1If f is any real-valued or vector-valued function on a topological space
X, the support off , denoted bysupp(f), is the closure of the set points
wheref is nonzero:supp(f) = {x ∈ X | f(x) 6= 0}.

whereMi represents thei-th row ofM . The cardinality of the
row support of(Y (T ) −Φ(T )x̂) used in Equation (2) is based
on the assumption of fixed attacked nodes, because in this case,
this cardinality is equal to the number of corrupted nodes. The
l0 norm in Equation (2) can be approximated by anl1 norm
to give a convex decoder and thus making it computationally
feasible.

We are interested in generalizing this result to scenarios
where the attacked nodes can change over time. More pre-
cisely, the set of attacked nodes is allowed to change at every
time step. The decoder in Equation (2) would not be applicable
in these scenarios because the cardinality of the row support of
(Y (T ) − Φ(T )x̂) no longer represents the number of attacked
nodes. Consider the example of attacking a system withn
nodes numbered{0, 1, ..., n−1}, and an attacker corrupts node
i at time t, wherei is the remainder oft/i. In other words,
the attacked node is cycled through the set of all nodes. The
number of nodes attacked at any time step is one, however
the cardinality of the matrix(Y (T ) − Φ(T )x̂) is equal toT .
Thus, the cardinality of the row support in Equation (2) does
not help in estimatinĝx any more. One may argue that the
decoder in [1] can be used, withT = 1, to solve a secure
estimation problem where the attacked nodes can change over
time. However, whenT = 1, the number of correctable errors
can not be large. From Proposition 1 (i.e. Proposition 2 in [1]),
“the decoder can correctq errors afterT = 1 step if and only
if for all z ∈ Rn\{0}, |supp(Cz)| > 2q”. As an example, for
anyC ∈ Rp×n wherep < n, C has a nontrivial null space,
hence there existsz ∈ Rn\{0} such that|supp(Cz)| = 0; in
other words, zero errors are correctable. Therefore, the decoder
in [1] cannot be easily extended to the case where the attacked
nodes can change over time.

In this paper, we propose a new secure estimation method
inspired by the error correction problem [2] that relaxes
the assumption of fixed attacked nodes in [1], under certain
conditions, and therefore generalizes the results in [1] tothe
case where the set of attacked nodes can change over time. Our
algorithm can be formulated as anl1-optimization, hence it is
computationally efficient. Before we describe this technique,
we first give a brief overview about compressive sensing and
error correction in the following section.

B. Overview: Compressive Sensing and the Error Correction
Problem [2]

1) Compressed Sensing:Sparse solutionsx ∈ Rn, are
sought to the following problem:

min
x

‖x‖0 subject tob = Ax (4)

whereb ∈ Rm are the measurements,A ∈ Rm×n (m≪ n) is
a sensing matrix and‖x‖0 denotes the number of nonzero
elements ofx. The following lemma provides a sufficient
condition for a unique solution to (4) [2]:

Lemma 1. ([23]) If the sparsest solution to (4) has‖x‖0 = q,
m ≥ 2q and all subsets of2q columns ofA are full rank, then
the solution is unique.
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Proof. Suppose the solution is not unique, hence there exists
xa 6= xb such thatAx1 = b andAx2 = b where‖x1‖0 =
‖x2‖0 = q. ThenA(x1 − x2) = 0 and x1 − x2 6= 0. Since
‖x1 − x2‖0 ≤ 2q and all2q columns ofA are full rank (i.e.
linearly independent), it is impossible to havex1 − x2 6= 0
that satisfiesA(x1 − x2) = 0 (contradiction).

2) The Error Correction Problem [2]:Consider the classi-
cal error correction problem:y = Cx+e whereC ∈ Rp×n is a
coding matrix(p > n) and assumed to be full rank. We wish to
recover the input vectorx ∈ Rn from corrupted measurements
y. Here,e is an arbitrary and unknown sparse error vector. To
reconstructx, note that it is obviously sufficient to reconstruct
the vectore since knowledge ofCx+ e together withe gives
Cx, and consequentlyx sinceC has full rank [2]. In [2], the
authors construct a matrixF which annihilatesC on the left,
i.e. FCx = 0 for all x. Then, they applyF to the outputy
and obtain

ỹ = F (Cx+ e) = Fe (5)

Thus, the decoding problem can be reduced to that of recon-
structing a sparse vectore from the observations̃y = Fe.
Therefore, by Lemma 1, if all subsets of2q columns ofF are
full rank, then we can reconstruct anye whose|supp(e)| ≤ q.
We refer to a decoder that can correctq errors as aq-error-
correcting decoder.

3) Equivalence between the two programsl0 and l1: In
[2], the authors mentioned that the computational intractability
of the l0-program led researchers to develop alternatives, and
a frequently discussed approach considers a similar program
in the l1 norm which goes by the name of Basis Pursuit.
Motivated by the problem of finding sparse decompositions of
special signals in the field of mathematical signal processing,
a series of beautiful and ground breaking works [24]–[27]
showed exact equivalence between the two programsl0 and
l1. Therefore, thel0 norm in (4) can be approximated by an
l1 norm to give a convex decoder and is therefore computa-
tionally feasible. We will discuss in more detail the condition
required to ensure accurate decoding usingl1-optimization in
Section IV.

C. Connection between Secure Estimation and Error Correc-
tion whenT = 1

It is interesting to note the connection between the condi-
tions for there to exist aq-error-correcting decoder in a secure
estimation problem (Proposition 1) and an error correction
problem (Lemma 1 and Section II-B2). We consider the case
T = 1 in this section and cover the general case forT > 1 in
Section III.

Proposition 2. GivenC ∈ Rp×n wherep > n andC is full
column rank, the following are equivalent for there to exista
q-error-correcting decoder:
(i) for all z ∈ Rn\{0}, |supp(Cz)| > 2q;
(ii) all subsets of2q columns ofF are linearly independent
whereN (F ) = R(C).

Proof. (i) =⇒ (ii): Suppose there exist2q columns ofF
which are linearly dependent. Then, there existse0 6= 0 such

thatFe0 = 0 where|supp(e0)| ≤ 2q. SinceN (F ) = R(C),
there existsz such thate0 = Cz (i.e., e0 ∈ R(C)). Then,
|supp(Cz)| = |supp(e0)| ≤ 2q (contradiction).
(ii) =⇒ (i): We again resort to contradiction. Suppose

that there existsz 6= 0 such that|supp(Cz)| ≤ 2q. Let L1

andL2 be two disjoint subsets of{1, ..., p} with |L1| ≤ q and
|L2| ≤ q such thatL1 ⊕ L2 = supp(Cz) (suchL1 andL2

exist since|supp(Cz)| ≤ 2q). Let e1 = Cz|L1
be the vector

obtain fromCz by setting all the components outside ofL1

to 0, and similarly lete2 = −Cz|L2
(i.e., e1 6= e2). Then we

haveCz = e1 − e2 with supp(e1) ⊂ L1 andsupp(e2) ⊂ L2

with |L1| ≤ q and |L2| ≤ q. Now, considery = Cz + e

ỹ = Fy = F (Cz + e) = F (e1 − e2 + e) = F (e1 − e2) + Fe

= Fe =⇒ F (e1 − e2) = 0

The last equality is due toN (F ) = R(C) (i.e. FC = 0).
Since all subsets of2q columns ofF are linearly independent,
e1 − e2 = 0 (contradiction).

Note that in Proposition 2,(i) is the condition in Proposition
1 when T = 1 and (ii) is the condition given in Lemma
1 and Section II-B2. Not surprisingly, whenT = 1 (i.e.,
no dynamics), the secure estimation problem for the case
when attacked nodes are fixed is identical to the scenario
when attacked nodes can change over time. In the following
section, we show the connection between the secure estimation
problem, when attacked nodes can change, and the error
correction problem whenT > 1.

III. SECURE ESTIMATION VIA ERROR CORRECTION

A. Problem Setting

Consider the linear control system as follows:

x(t+1) = Aox
(t) +Bu(t)

y(t) = Cx(t) + e(t)
(6)

wherex(t), y(t) and e(t) are as defined in Equation (1), and
u(t) ∈ Rm represents the control inputs.

In [1], the authors showed that given a system(Ao, C), we
can increase its number of correctable errors using feedback
control. More specifically, for a givenB, design a matrixG
so that the pair(Ao + BG,C) is resilient against a large
number of attacks, while satisfying other design constraints.
Practically, this represents the following scenario: a physical
system possesses a local control loop that has direct access
to the state of the plant and that can control the evolution
of the physical system. This is reasonable if the sensors
are connected to the local controller through a wired link
that is not subject to external attacks. Also, as part of the
overall plant, a higher-level supervisory and monitoring system
receives measurements from the sensors through wireless and
vulnerable communication links that are subject to attacks[1].

Motivated by this, in this paper, we assume that the local
control loop implements a state feedback law of the form
u(t) = Gx(t). The resulting closed loop system matrix is
(Ao + BG). To simplify notation, we will useA to denote
(Ao+BG). Without loss of generality, ifB = 0, we have the
open-loop system:x(t+1) = Aox

(t) andy(t) = Cx(t) + e(t).
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B. Reformulation into an Error Correction Problem

The problem that we consider in this section is to reconstruct
the initial statex(0) of the plant from the corrupted observa-
tions (y(t)) where t = 0, ..., T − 1. Let Eq,T denote the set
of error vectors

[
e(0); ... ; e(T−1)

]
∈ Rp·T where eache(t)

satisfies|supp(e(t))| ≤ q ≤ p. Note that the set of attacked
nodes can change over time.

Y ,








y(0)

y(1)

...
y(T−1)







=








Cx(0) + e(0)

CAx(0) + e(1)

...
CAT−1x(0) + e(T−1)








=








C
CA

...
CAT−1







x(0) + Eq,T , Φx(0) + Eq,T

(7)

whereY ∈ Rp·T is the set of corrupted measurements andΦ ∈
Rp·T×n represents the observability matrix of the closed loop
system. We assume that rank(Φ) = n. This is a reasonable
assumption because if not, the system is unobservable and
thus we cannot determinex(0) even if there was no attack
(Eq,T = 0).

• Open-loop case(B = 0): A full column rank condition
represents the pair(Ao, C) being observable. In other
words, if not, one cannot reconstructx(0) even if there
were no errors in the measurementsy(0), ..., y(T−1) [1].

• State-feedback case: Since the state-feedback may affect
the observability of a system (even though the pair
(Ao, C) is observable), we have to satisfy rank(Φ) = n
for the closed-loop system with state-feedback.

Note that the closed-loop system with state-feedback is con-
trollable if and only if the open-loop system is controllable.
However, state-feedback may affect the observability of a
system.

We now present two methods, inspired by error correction
techniques [2] [23], to estimatex(0), and show that they are
equivalent. The first method determines the error vectorEq,T

first, and then solves forx(0). Consider theQR decomposition
of Φ ∈ Rp·T×n,

Φ =
[
Q1 Q2

]
[
R1

0

]

= Q1R1 (8)

where
[
Q1 Q2

]
∈ Rp·T×p·T is orthogonal, Q1 ∈

Rp·T×n, Q2 ∈ Rp·T×(p·T−n) and R1 ∈ Rn×n is a rank-
n upper triangular matrix. Pre-multiply Equation (7) by
[
Q1 Q2

]⊤

[
Q⊤

1

Q⊤
2

]

Y =

[
R1

0

]

x(0) +

[
Q⊤

1

Q⊤
2

]

Eq,T (9)

We can now solve forEq,T using the second block row:

Ỹ , Q⊤
2 Y = Q⊤

2 Eq,T (10)

whereQ⊤
2 ∈ R(p·T−n)×p·T . From Lemma 1, Equation (10)

has a unique,s(≤ q ·T )-sparse solution if all subsets of2s(≤
2q · T ) columns ofQ⊤

2 are full rank (this is a reasonable

assumption if(p · T − n) ≥ 2s = 2q · T ). Thus, we consider
solving the followingl1-minimization problem

Êq,T = argmin
E

‖E‖l1 subject toỸ = Q⊤
2 E (11)

Given Êq,T , we can then solve forx(0) from the first block
row of Equation (9):

x(0) = R−1
1 Q⊤

1 (Y − Êq,T ) (12)

The second method recoversx(0) from the corrupted dataY
directly by solving the followingl1-minimization problem [2]:

min
x

‖Y − Φx‖l1 (13)

Lemma 2. x(0) is the unique solution of (13) if and only if
Êq,T is the unique solution of (11).

Proof. (By [2]) Observe that on one hand, sinceY = Φx(0)+
Eq,T and we may decomposex = x(0) + v, hence

(13) ⇔ min
v

‖Eq,T − Φv‖
l1

On the other hand, the constraintQ⊤
2 E = Ỹ = Q⊤

2 Eq,T

means thatE = Eq,T − Φv for somev ∈ Rn and, therefore,

(11) ⇔ min
v

‖E‖l1 , E = Eq,T − Φv

⇔ min
v

‖Eq,T − Φv‖
l1

Thus, (11) and (13) are equivalent programs [2].

Even though we are interested in the statex(0) and not
necessarily the error vectorsEq,T , Lemma 2 states that
if the attack vectors cannot be uniquely determined from
(11), then we cannot estimatex(0) uniquely from (13). [1]
also mentioned this notion: the existence of a decoder that
can correctq errors is equivalent to saying that the map,
[
Φ Iq·T

]
: Rn × Eq,T → (Rp)T has an inverse for the first

n components of its domain whereY =
[
Φ Iq·T

]
[
x(0)

Eq,T

]

since the attack vectors are uniquely determined byx(0) and
the y(t)’s, i.e., e(t) = y(t) − CAtx(0).

Next we provide the condition for there to exist a unique
solution to (13):

Proposition 3. x(0) is the unique solution of (13) if all
subsets of2s columns ofQ⊤

2 are linearly independent and
Φ is full column rank. Also, this condition is equivalent to
|supp(Φz)| > 2s = 2(q · T ) for all z ∈ Rn\{0}.

Proof. By Lemma 1, 2 and Proposition 2 and noting that by
definitionN (Q⊤

2 ) = R(Φ).

C. Connection to Secure Estimation with Fixed Attacked
Nodes

It may be interesting to note the connection between the
conditions for the existence of aq-error-correcting decoder
when the attacked nodes are fixed (Proposition 1) and when
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the attacked nodes can change over time (Proposition 3):∀z ∈
R

n\{0},

(i) |supp(Cz) ∪ supp(CAz) ∪ · · · ∪ supp(CAT−1z)| > 2q

(the set of attacked nodes is fixed)

(ii) |supp(Φz)| =
T−1∑

i=0

|supp(CAiz)| > 2q · T

(the set of attacked nodes can change)
(14)

We have shown in Proposition 2 that whenT = 1, (i) and(ii)
are equivalent. WhenT > 1 (i.e., with dynamics), in order to
connect conditions(i) and (ii) in (14), we make use of the
following lemma:

Lemma 3. AssumeA has n distinct non-zero eigenvalues
(|λ1| > |λ2| > · · · > |λn| > 0) and T ≥ n. Then, the
following are equivalent:

(i) ∀z ∈ R
n\{0},

|supp(Cz) ∪ supp(CAz) ∪ · · · ∪ supp(CAT−1z)| > 2q

(ii) ∀vi ∈ R
n whereAvi = λivi (i.e., eigenvector ofA),

|supp(Cvi)| > 2q

Proof. Refer to the proof in [1].

By using the above lemma, in order to validate condition
(i) (i.e., the condition to ensure accurate decoding), we can
simply check condition(ii) for all eigenvectors. Motivated by
this, we prove the following result:

Theorem 1. Let A ∈ Rn×n, C ∈ Rp×n. Assume that(A,C)
is observable andA has n distinct magnitude and non-zero
eigenvalues (i.e.,|λ1| > |λ2| > · · · > |λn| > 0). Define:

• si , |supp(Cvi)|, wherevi is an eigenvector ofA,
• S , {s1, s2, · · · , sn},
• Sm is a subset ofS with m elements.

ChooseT such thatT ≥ max{T2, · · · , Tn} where Tm >
(m−2)·p+minSm

maxSm−2q for all subsetsSm. Then, the following are
equivalent (whenm = 1, we have shown that (i) and (ii) in
Equation (14) are equivalent whereT = 1):

(i) ∀vi ∈ R
n whereAvi = λivi, |supp(Cvi)| > 2q

(ii) ∀vi ∈ R
n whereAvi = λivi, |supp(Φvi)| > 2q · T

(iii) ∀z ∈ R
n\{0}, |supp(Φz)| > 2q · T

(i.e. condition (ii) in Equation (14))

In order to prove Theorem 1, we make use of lemmas 6, 7
and proposition 6 (see Appendix):

Proof. (Proof of Theorem 1)
First, it is simple to prove that(i) and (ii) are

equivalent (∵ |supp(Φvi)| =
∑T−1

k=0 |supp(CAkvi)| =
∑T−1

k=0 |supp(λki Cvi)| = T · |supp(Cvi)|).
Second, we want to show that(ii) and(iii) are equivalent.

The direction(iii) =⇒ (ii) is trivial, since(ii) is a specific
case of (iii) withz = vi. The other direction is more complex.
Note thatA is diagonalizable, therefore its eigenvectors form
a basis forRn. Now consider the decomposition ofz in the
eigenbasis ofA, i.e. z =

∑n

i=1 αivi with αi 6= 0 for at least
one i.

1) m = 1: Suppose there existsz ∈ Rn\{0} such
that |supp(Φz)| ≤ 2q · T . Without loss of general-
ity, let αi 6= 0 and αj = 0 for all j 6= i, then,
2q · T ≥ |supp(Φz)| = |supp(αiΦvi)| = |supp(Φvi)|
(contradiction,∵ ∀vi, |supp(Φvi)| > 2q · T ).

2) m = 2: By Lemma 6.
3) m ≥ 3: By Lemma 7 and Proposition 6.

We need to chooseT to satisfy the worst case for anym such
that n ≥ m ≥ 2. Thus, if T is chosen according to Theorem
1, then(ii) and (iii) are also equivalent.

Lemma 4. Assume that the pair(Ao, B) is controllable. Then
the closed-loop system with state feedback is controllableand
thus, there existsG such that the eigenvalues of the closed-
loop matrixA (= Ao+BG), i.e.,λ1, ..., λn can be arbitrarily
located on the complex plane.

Proposition 4. Assume thatrank(Φ) = n, the pair (Ao, B)
is controllable, the closed-loop matrixA (= Ao+BG) hasn
non-zero eigenvalues with distinct magnitudes andT is chosen
as in Theorem 1. Then, the condition for secure estimation of
q-errors when the set of attacked nodes is fixed ((i) in (14)) is
the same as the condition for when the set of attacked nodes
can change over time ((ii) in (14)).

Proof. By Proposition 2, Lemmas 3 and 4 and Theorem 1.

D. Discussion: Connection between Secure Estimation and
Error Correction

Note that the condition onT to ensure accurate decoding
is different depending on whether the attacked nodes are fixed
or changing. As mentioned previously, this is because when
the set of attacked nodes changes over time, the connection
between the row support of the error matrix and the corrupted
nodes is lost, therefore more time steps are required to ensure
equivalence between conditions (ii) and (iii) in Theorem 1.
In the proof, we consider the case whereA hasn nonzero
eigenvalues with distinct magnitudes (i.e. all eigenvalues are
real). However, this is the worst case scenario. Our simulation
results have shown that the lower bound onT given in
Theorem 1 can be relaxed significantly, in practice (Section
IV-B. Practical Performance).

What if A has complex eigenvalues? For instance, assume
thatA ∈ R3×3 (n = 3) and it has one pair of complex conju-
gate eigenvalues and one real eigenvalue, i.e.,λ1, λ2(= λ̄1), λ3
where λ1, λ2 ∈ C, λ3 ∈ R and ·̄ represents the complex
conjugate. We denotev1 = x + iy, v2 = v̄1 = x − iy
and v3 = w wherex, y, w ∈ Rn are linearly independent.
Any z ∈ Rn can be represented by a linear combination of
n independent vectors inRn, i.e., z = αv1 + ᾱv2 + βw =
2Re(αv1) + βw = α1x + α2y + βw whereα ∈ C, β ∈ R

andα1 = Re(α) ∈ R and α2 = −Im(α) ∈ R. Therefore,
the same results for real eigenvalues applies. In other words,
if |supp(Cx)| = |supp(Cy)| = |supp(Cw)| = p and T >
∑T−1

k=0
skr,123

p−2q , then|supp(Φz)| > 2q ·T whereskr,123 represents
the number of cancelled support of linear combinations ofx, y
andw at time stepk.
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Fig. 1. Success rate and mean error ofl1 decoder on different systems (ideal coding matrix, designed state feedback and
poorly designed system withn = 8, p = 10 andT = n, where black dot lines show the fundamental limit for dynamical
systems and ideal coding matrix case respectively. We see that as the number of attacked nodes increase, success rate
decreases. Also, by designing state feedback gain properly, we improve success rate and decrease mean error.

IV. D ESIGN THEOPTIMAL DECODER

To ensure accurate decoding using the error correction
method [2], the coding matrix must satisfy suitable conditions
named Restricted Isometry Properties (RIP). In general, these
conditions are extremely difficult to check. Thus, in practice,
Theorem 1.4 [2] is almost always used to design the coding
matrix a priori. This theorem states that a coding matrix
whose entries are sampled from independent and identical
distributions satisfies the RIP condition with overwhelming
probability. However, it is hard to choose such a matrixa priori
since our coding matrix is structurally constrained: as shown in
Equation (7),Φ consists ofCAi wherei = {0, · · · , T −1}. In
this Section, we use Lemma 3 and the results from Proposition
4 in [1] to design a matrixΦ with good RIP, using state
feedback. The decoder can then be formulated as anl1-
minimization problem.

A. Decoder Design

Since conditions(ii) and(iii) in Theorem 1 are equivalent,
condition(ii) can be used to design a state feedback controller
such that the closed system can achieve accurate decoding.
More specifically, choose an adequate control law such that:

• each row ofC is not identically zero,
• the closed-loop system matrixA hasn distinct magnitude

and non-zero eigenvalues (|λ1| > |λ2| > · · · > |λn| > 0),
• ∀vi ∈ Rn whereAvi = λvi, |supp(Cvi)| > 2q.

Without loss of generality, the first condition holds. For
example, if there exists a zero row inC, we can simply remove
that row fromC without changing the system’s behavior. The
second condition is required for equivalence in Theorem 1 and
the third condition is used for good RIP.

Next, we prove that the theoretical limit of the maximum
number of attacked nodes (which can change over time) that
can be corrected is⌈p/2 − 1⌉, under the condition thate(t)

satisfies|supp(e(t))| ≤ q for all t. In [1], the authors proved
that the maximum number of correctable errors for fixed
attacked nodes is also⌈p/2− 1⌉. Therefore, we can relax the
assumption of fixed attacked nodes, without compromising the
maximum number of correctable errors. In addition, we show
that if e(t) can appear in an arbitrary fashion, then it is possible
that more errors can be corrected at a certain time step.

Lemma 5. LetA ∈ Rn×n, C ∈ Rp×n and assume that(A,C)
is observable andA hasn non-zero eigenvalues with distinct
magnitudes. Then, when the attacked nodes can change over
time, the number of correctable errors afterT = max{n, T ∗}
steps is maximal and equal to⌈p/2 − 1⌉, whereT ∗ is the
lower bound onT from Theorem 1.

Proof. By Proposition 3, if all subsets of2q · T columns of
Q⊤

2 ∈ R(p·T−n)×p·T are linearly independent, thenx(0) is
the unique solution of (13) and henceq non-fixed errors are
correctable. Since the number of rows ofQ⊤

2 is smaller than
the number of columns ofQ⊤

2 and all subsets of2q·T columns
of Q⊤

2 are linearly independent, we must havep·T−n ≥ 2q ·T
to satisfy the condition of Proposition 3. Rearranging thisgives
p/2−n/(2T ) ≥ q. Becausep, q ∈ N, hence afterT = n steps,
p/2− 1/2 ≥ q, i.e., the maximal number of errors that could
be corrected isq = ⌊p/2 − 1/2⌋ = ⌈p/2 − 1⌉. Finally, since
the pair (A,C) and the value ofT satisfy the conditions in
Theorem 1, then this many errors are correctable.

In [1], the authors prove the maximum number of correctable
fixed attacked nodes using (Lebesgue) measure zero. However,
we prove the maximum number of correctable nodes, when
they can change over time, using the dimensionality ofQ⊤

2

and Theorem 1.

Remark 1. Supposee(t) can appear in an arbitrary fashion,
in other words,e(t) does not satisfy|supp(e(t))| ≤ q for all
t. For example, no error occurs att = 1 but 2q errors occur
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Fig. 2. Success rate and mean error ofl1 decoder on three
different systems (ideal coding matrix, designed state
feedback and poorly designed system withn = 8 and
T = n) with different p = [8, 10, 12]. Black solid lines show
the fundamental limit for dynamical systems and black
dashed lines show the fundamental limit for the ideal coding
matrix case. We see that as the number of attacked nodes
increases, the success rate decreases. Also, by designing the
state feedback gain properly, we improve success rate and
decrease mean error.

at t = 2. Let k = |supp(Eq,T )| denote the total number of
errors in T steps, thenx(0) is the unique solution of (13) if
all subsets of2k columns ofQ⊤

2 are linearly independent and
Φ is full rank.

Therefore, it is possible that more errors can be corrected at
a certain time step. However, the total number of correctable
errors inT steps is stillq ·T . Note that this is a more general
problem setup than that in [1].

B. Practical Performance

We show the performance of our proposed decoding algo-
rithm using an arbitrary system. We consider thel1 decoder
on a system withn = 8, p = 10 and T = n whereA
is chosen arbitrarily (i.e., the entries ofA are chosen as
independent and identically distributed random variables) and
C is chosen such that every row ofC has only one nonzero
component (i.e., each row ofC is not identically zero). This
setting is more reasonable than a random system [1], i.e.,
i.i.d. Gaussian entries since such a matrix would have good
RIP. For different numbers of attacked nodes, we test the
decoder on 500 different trials with different systems and
initial conditions. The initial conditionsx(0) were randomly
generated from the standard Gaussian distribution and the set
of attacked nodes were chosen at random and could change
over time. Since we increase the number of total attacked
nodes duringT steps by 1 as shown in Figure 1, we first
distributeq = ⌊S/T ⌋ attacks arbitrary for each timee(t) and
randomly distribute the remaining(S − q · T ) attacks. For
example, in Figure 1, forS = 20, we have at least 2 attacks for

Time

True state traj.

KF only

SE only

SE + KF

Fig. 3. Illustrative comparison of different estimation
methods (KF only, secure estimator only, secure estimator
with a KF). KF on its own fails to estimate the true state as
attack signal is non-Gaussian. Secure estimation only method
correctly estimates system state most of the time but
occasionally has large estimation errors. The combinationof
secure estimator and KF can track the true state trajectory
perfectly.

each timee(i) wherei = {0, ..., 7} and distribute the remaining
4 attacks arbitrary.

In order to compare with coding matrix with good RIP,
we illustrate the performance of such matrices together. Note
that since our coding matrixΦ is constructed by stacking
CAi in Equation (7) wherei = {0, ..., T − 1}, there could
be limitations on having good restricted isometry constants
caused by structural constraints. Fundamental limits of the l1-
optimization for both secure estimation and ideal coding are
also shown in Figure 1.

Figures 1 and 2 show the practical performance (success
rate) of our proposedl1 decoder on three different systems
with n = 8, p = 10 andT = n. Note that even though a very
small value ofT (= n) is used, compared to that dictated by
Theorem 1, our proposed decoder’s performance is still quite
good. This demonstrates that the lower bound onT given in
Theorem 1 is conservative, and can be relaxed in practice.

In Figure 2, we see that asS increases, more measurements
(p) were needed to correctly recover the state of the system.
In practice, this can be done by fusing different types of
measurements and sensors together. For example, consider a
simplified UAV dynamics wherex =

[
px, py, pz, vx, vy, vz

]⊤
,

p(·)’s represent positions andv(·)’s represent velocities. The
observation equations of the IMU and GPS are as follows:

CIMU =
[
03×3 I

]
, CGPS =

[
I 03×3

]
(15)

By combining measurements from both IMU and GPS,
we can increase the types of measurements (p), C =
[
CIMU ;CGPS

]
∈ Rp×n
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C. Secure Estimation in conjunction with a Kalman Filter

Consider the state estimation problem for a system under
attack, with the following dynamics:

x(t+1) = Ax(t) +Bu(t) + w(t)

y(t) = Cx(t) + e(t) + v(t)
(16)

wherex(t), y(t), u(t) ande(t) are as defined in Equation (6);w
andv are zero mean i.i.d. Gaussian process and measurement
noises, respectively.

One option is to model the attack signal as noise and apply
a standard KF. More specifically, one would define a new
measurement noise vectorṽ(t) = e(t) + v(t), so that the mea-
surement equation becomesy(t) = Cx(t) + ṽ(t). A KF would
then take the inputsu(t) and the corrupted measurementsy(t)

to estimate the states [7]. However, KFs are derived using
the assumption that both process and measurement noises are
zero mean i.i.d. white Gaussian processes, but attack signals
are usually erratic and may be poorly modeled by Gaussian
processes [7]. For example, in GPS spoofing attacks, attack
signals are often structured to resemble normal GPS signals
or can be genuine GPS signals captured elsewhere. Therefore,
when the system is subjected to adversarial attacks that are
poorly modeled by Gaussian processes, a KF is expected to
fail to recover the true states. Figure 3 gives an illustrative
example where an attack signal that increases linearly with
time is injected into the measurements of statexi. The red
dashed line shows a plausible estimated state trajectory from
a KF.

On the other hand, our proposed secure estimation method
does not assume that the attack signal follows any particular
model. Nevertheless, when the number of attacked nodes are
close to the theoretical limit of correctable errors, our secure
estimator would occasionally fail to perfectly recover thestates
(Figures 1 and 2). The green dashed line in Figure 3 depicts
a possible estimation result in such a scenario: the estimated
state trajectory follows the true trajectory most of the time,
but with occasional deviations.

Hence, to improve the performance, we propose to combine
our secure estimator with a KF as follows:

Algorithm 1 Combined secure estimator with KF

1: Initialize the KF
2: for eacht do
3: if t ≥ T then
4: Estimate the attack signal at timet, ê(t), using

secure estimator
5: else
6: Set ê(t) = 0
7: end if
8: Form a new measurement equation:ỹ(t) = Cx(t) +
ṽ(t), whereỹ(t) = y(t) − ê(t) and ṽ(t) = e(t) − ê(t) + v(t)

9: Apply standard KF usingu and ỹ
10: end for

The intuition is that the secure estimator acts as a pre-filter
for the KF, so that̃v(t) is close to a zero mean i.i.d. Gaussian

process even when the attack signal,e(t), is not. More specifi-
cally, the secure estimator usually perfectly recoverse(t), thus
e(t)− ê(t) = 0 andṽ(t) = v(t). What happens when the secure
estimator fails? Equation (7) shows that the estimated state at
time t, x̂(t), does not directly depend on the estimated state at
another time point̂x(τ) (t 6= τ ). As a result, when the secure
estimator fails, its estimation error,e(t) − ê(t), appears to be
quite random. Putting these together:ṽ(t) = e(t)− ê(t)+v(t) is
closer to a zero mean white Gaussian process than the original
attack signale(t). This improves the KF’s performance.

Finally, the if statement in Algorithm 1 ensures that the
secure estimator always has access toT past measurements, as
required by Theorem 1. A more realistic example illustrating
these behaviors is shown in Figure 8.

V. NUMERICAL EXAMPLES

In this section, we demonstrate our method through simu-
lation of two more realistic examples where a UAV is under
adversarial attack.

A. UAV Model

We consider a quadrotor with the following dynamics:

x(t+1) = A0x
(t) +Bu(t) + k + w(t)

y(t) = Cx(t) + e(t) + v(t)
(17)

wherex = [px, vx, θx, θ̇x, py, vy, θy, θ̇y, pz, vz]
T is the state

vector.px, py andpz represent the quadrotor’s position along
the x, y and z axis, respectively.vx, vy and vz represent its
velocities. θx and θy are the pitch and roll angles respec-
tively, θ̇x and θ̇y are their corresponding angular velocities.
u = [θr,x, θr,y, F ]

T is the input vector:θr,i is the reference
pitch or roll angle, andF is the commanded thrust in the
vertical direction.y = [p̃x, p̃y, p̃z]

T represents compromised
position measurements from the GPS under attack signale. w
and v represent process and measurement noise respectively.
k is a constant vector which represents gravitational effects,
and can be dropped without loss of generality because we can
always subtract it out inu. Ai,j

θ refers to theij-th entry of the
subsystem matrix of the discretized rotational dynamicsAθ,
andBi

θ refers to thei-th entry of the input-to-state mapBθ

for the discretized rotational dynamics.Ts is the discrete time
step,g is the gravitational acceleration,m is the mass of the
quadrotor andKT is a thrust coefficient. Further details about
this model and its derivation can be found in [28].

B. Pole Placement

Assume that the UAV uses the state feedback control law
u(t) = Gx(t), whereG is the feedback matrix which can be
designed. If the pair(A0, B) is controllable, then we can
chooseG to place the closed loop poles anywhere in the
complex plane. For example, we can design a Linear Quadratic
Regulator (LQR), such a controller would be optimal with
respect to a certain quadratic cost function, but may not have
good secure estimation properties. For instance, we evaluate
whether the sufficient condition forq-error correction (i.e.,
|supp(Φvi)| > 2q · T for all i) holds for both an LQR



10

A0 =




















1 Ts g · T 2

s

2 0 0 0 0 0 0 0
0 1 gTs 0 0 0 0 0 0 0
0 0 A11

θ A12
θ 0 0 0 0 0 0

0 0 A21
θ A22

θ 0 0 0 0 0 0

0 0 0 0 1 Ts g
T 2

s

2 0 0 0
0 0 0 0 0 1 g · Ts 0 0 0
0 0 0 0 0 0 A11

θ A12
θ 0 0

0 0 0 0 0 0 A21
θ A22

θ 0 0
0 0 0 0 0 0 0 0 1 Ts
0 0 0 0 0 0 0 0 0 1




















, B =



















0 0 0
0 0 0
B1

θ 0 0
B2

θ 0 0
0 0 0
0 0 0
0 B1

θ 0
0 B2

θ 0

0 0
kT ·T 2

s

2m

0 0 kT ·Ts

m



















,

CI =





1 0 0 0 0 0 0 0 0
0 0 0 0 1 0 0 0 0
0 0 0 0 0 0 0 1 0





(18)

controller and an alternative controller, with modified closed
loop poles. Figure 4 shows that the alternative controller
satisfies the condition in Theorem 1, but the LQR controller
does not:|supp(Φvi)| < 2q·T for i = 1, 2, 9 and10. Although
the alternative controller is less optimal with respect to the cost
function, it’s better at estimating attack signals and hence the
states, as shown in Figures 5 and 6 . This implies that we
can use feedback control to design the closed loop poles of a
system to achieve our desired trade-off between control and
secure estimation performance.

Although it might be hard to do this in a systematic way, in
our experience, small perturbations to the poles, such as mak-
ing them more spread out and reducing their magnitudes, often
improve the controller’s estimation performance. Although this
is a heuristic method, it is relatively easy to carry out in
order to satisfy the conditions in Theorem 1; whereas for the
error correction method [2], checking whether a coding matrix
satisfies RIP is extremely difficult.
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estimation error of 2 cases of secure estimation (closed loop
eigenvalues designed by LQR, closed loop eigenvalues
modified to improve attack estimation). In the left column,
solid lines represent true attack signals, dashed lines are
estimations. In the right column, difference between the true
attack signals and their estimates in each case is plotted.
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estimation error of 2 cases of secure estimation (closed loop
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modified to improve attack estimation). Left column shows
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black indicates zero.
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Fig. 7. Different communication channels that could be
subject to adversarial attacks.

C. UAV under Adversarial Attack

1) MITM Attack in Communication with a Remote Control
Center or in UAV Formation:In this section we illustrate and
compare the performance of three state estimation methods,
namely 1) KF only, 2) secure estimation only, and 3) secure
estimation combined with KF. On February 15, 2015, the
Federal Aviation Administration proposed to allow routineuse
of certain small, non-recreational UAVs in today’s aviation
system [29]. Thus in the near future, we may see UAVs
such as Amazon Prime Air [30] and Google Project Wing
vehicles [31] sharing the airspace. In order to manage this
UAV traffic, we may imagine a scenario in which each UAV
periodically sends measurements such as its position and
velocity wirelessly to a remote control center, which then
estimates the vehicle’s trajectory, for collision avoidance for
example. The communications link between the UAV and the
control center could be subject to MITM attacks in which
a malicious agent spoofs the information being sent and/or
received (Channel 1 in Figure 7). Similar attack scenarios
could arise in UAV formation: for formation control, individual
UAVs receive information from other UAVs wirelessly in order
to estimate other vehicles’ positions, and this communications
channel is attacked (Channel 2 in Figure 7).

Assume that the attacker spoofs the position measurements
in order to deceive the receiver that the UAV is deviating in
thex-direction. In the UAV traffic management scenario, this
could cause the control center to initiate unnecessary collision
avoidance procedures; in the UAV formation example, this

10
5

0

KF (ny=5)

-5-10

0

10

-10

-5

10

5

0

10
5

0

SE (ny=5)

-5-10

0

10

10

5

0

-5

-10

10
5

KF + SE (ny=5)

0
-5-10

0

10

10

5

0

-5

-10

x
y

z

Fig. 8. Estimated UAV trajectory by three methods (KF only,
Secure estimator only, Secure estimator with KF) under
MITM attack . Solid blue line is the true UAV trajectory. Red
dotted lines represent estimated trajectory by each method.

could break up the formation. The malicious agent injects a
continuous and increasing signal in thex-position measure-
ments. To make the estimation task harder for the receiver, the
agent also injects a random Gaussian noise to an additional
measurement, and the choice of this node can change at each
time step. Figure 8 shows the simulation results. The true
trajectory of the UAV (solid blue line) starts from the position
marked by the blue triangle and ends at the position marked
by the blue square. KF fails to filter out the attack signal
in the x-position measurements as it is highly non-Gaussian,
and estimates a trajectory (dashed red line) which significantly
differs from the true trajectory. Although the secure estimator
correctly estimates some portions of the trajectory and thefinal
position of the vehicle, it produces spontaneous errors in thex
direction. Finally the combined method with secure estimation
and KF perfectly recovers the true path of the UAV.

2) GPS Spoofing:We then study adversarial attacks in
the navigation system. Assume that the UAV uses a Linear
Quadratic Gaussian (LQG) controller to follow a desired path,
x
(t)
r , designed by LQ control. In other words, a KF takes

compromised and noisy measurementsy(t) and outputs a state
estimatex̂(t), which is then used for state feedback control:
u(t) = G(x̂(t) − x

(t)
r ), whereG is the feedback gain matrix.



12

KF (ny=3)

10 20 30 40 50

1
2
3

True Attack (ny=3)

10 20 30 40 50

1
2
3

Est. Error (ny=3)

10 20 30 40 50

1
2
3

KF + SE (ny=3)

10 20 30 40 50

1
2
3

True Attack (ny=3)

10 20 30 40 50

1
2
3

Est. Error (ny=3)

10 20 30 40 50

1
2
3

KF  (ny=5)

10 20 30 40 50

2

4

True Attack (ny=5)

10 20 30 40 50

2

4

Est. Error (ny=5)

10 20 30 40 50

2

4

KF + SE (ny=5)

10 20 30 40 50

2

4

True Attack (ny=5)

10 20 30 40 50

2

4

Est. Error (ny=5)

10 20 30 40 50

2

4

KF  (ny=8)

10 20 30 40 50

2
4
6
8

True Attack (ny=8)

10 20 30 40 50

2
4
6
8

Est. Error (ny=8)

10 20 30 40 50

2
4
6
8

KF + SE (ny=8)

10 20 30 40 50

2
4
6
8

True Attack (ny=8)

10 20 30 40 50

2
4
6
8

Est. Error (ny=8)

10 20 30 40 50

2
4
6
8

Fig. 9. Estimated attack signal, true attack signal and
estimation error of different cases (KF using 3, 5 and 8
different measurements respectively, KF with secure
estimation using 3, 5 and 8 different measurements
respectively). Left column shows estimated attack signals.
Middle column shows true attack signal. Right column
shows estimation error. Each row corresponds to one type of
measurement. Red pixels indicate positive values, green
pixels indicate negative values and black indicates zero.
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Fig. 10. Desired and actual UAV trajectory of different cases
(KF using 3, 5 and 8 different measurements respectively,
KF with secure estimation using 3, 5 and 8 different
measurements respectively). Blue solid lines represent
desiredx, y andz trajectories, red dashed lines are actual
UAV trajectories.

Note that in Section V-C1, the feedback controller had direct
access to the state measurementsx(t), therefore the actual
vehicle trajectory is unaffected by attacks.

We first assume that the vehicle only uses GPS for naviga-
tion, i.e.,y = [p̃x, p̃y, p̃z]

T wherep̃i’s are noisy GPS position
measurements. Consider the scenario where an attacker wants
to deviate the UAV’s actual trajectory from its desired path,
thus preventing it from reaching its destination. He injects a
sinusoidal signal tõpx (Channel 3 in Figure 7). In addition he
injects a Gaussian noise to a randomly chosen measurement
node at each time step. Figures 9 and 10 show that KF cannot
filter out the attack signal in this case (KF,ny = 3), thus
gives incorrect state estimatesx̂(t), which then causes the true
vehicle trajectory (red dashed line) to deviate significantly
from its desired path (solid blue line) as shown in Figure
11. As proposed in Section IV-C, we then combine secure
estimation with KF. We can see from Figures 9 and 10 (KF
+ SE,ny = 3) that its attack signal estimation is significantly
more accurate with only a small estimation error forpx and
pz . Therfore the UAV can follow its planned path much more
closely (Figure 11).

We now illustrate the effect of sensor fusion. In addition
to GPS signals, IMU can be used to measure velocities, pitch
and roll angles. Increased types of measurements improves
attack estimation by the secure estimation method as shown
in Figures 9 and 10. On the other hand, it has no affect on KF’s
estimation accuracy (KFny = 5, KF ny = 8). Figure 11 shows
when 5 and 8 types of different measurements are available,
the combined secure estimation with KF method enables the
UAV to completely filter out the attack signal and perfectly
follow its original planned trajectory (KF + SEny = 5, KF +
SE ny = 8).

The proposed secure estimator is designed based on the
assumption that the number of compromised sensors is no
more than⌈p/2− 1⌉. On the other hand, if more sensors are
corrupted, then we can no longer guarantee perfect decoding.
Therefore, as Figure 11 shows, the number of measurements,
p, can be increased when designing the secure estimator, in
order to protect the system against a larger number of attacked
sensors.

VI. CONCLUSION

In this paper, we consider the problem of secure estimation
for CPS under adversarial attacks. Unlike the assumption of
fixed attack nodes in [1], we allow the attack nodes to change
from time to time but we can still estimate these attack signal
accurately under a certain condition. In addition, we propose
a secure estimation based KF that is computationally efficient
and makes no assumptions about the attack signal model. We
demonstrate, through numerical examples, that our proposed
secure estimator outperforms standard KF. Furthermore, we
illustrate practical applications of secure estimation inUAVs
under adversarial attacks. This is important not only for today’s
aviation system but also delivery systems with drones in the
near future.
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Fig. 11. Desired and actual UAV trajectory in different cases
(KF using 3, 5 and 8 different measurements respectively,
KF with secure estimation using 3, 5 and 8 different
measurements respectively). Blue solid lines represent the
desired trajectory. Red dash lines represent actual UAV
trajectory under adversarial attack.

APPENDIX

(Proof of Theorem 1)

In the following lemmas and proposition, we assume the
following:

1) A ∈ Rn×n has n distinct magnitude and non-zero
eigenvalues (|λ1| > |λ2| > · · · > |λn| > 0, λi 6= 0),
(A,C) is observable.

2) ∀vi ∈ Rn whereAvi = λivi (i.e., eigenvector ofA),
|supp(Cvi)| > 2q

In addition, we define the following notations:v ,
[
v1 v2 · · · vn

]
∈ Rn×n, Λ , diag{λ1, · · · , λn} ∈ Rn×n

and ψi ,
[
Cvi;λiCvi;λ

2
iCvi; · · · ;λ

T−1
i Cvi

]
. SinceA is

diagonalizable, then rank(v) = n. Thus the eigenvectors of
A form a basis forRn and anyz ∈ Rn can be expressed
in the eigenbasis ofA, i.e., z =

∑n

i=1 αivi = v · α, where
α =

[
α1, α2, · · · , αn

]⊤
.

We will first consider a simple case (m = 2 andm = 3)
and then generalize the results tom > 3.

Lemma 6. (m = 2) Considerz =
∑2

i=1 αivi (i.e., α1 6= 0,
α2 6= 0, αj = 0, ∀j ≥ 3):

1) If the i-th row of CvΛkα = 0 at time stepk where
c⊤i v1 6= 0 andc⊤i v2 6= 0, then thei-th row ofCvΛlα 6=
0 for all l ∈ {0, · · · , T − 1} wherel 6= k.

2) If T > min{s1,s2}
max{s1,s2}−2q , then |supp(Φz)| > 2q · T .

Proof. (1) (suppose not)e⊤i CvΛ
kα = c⊤i vΛ

kα = 0 where

C =








c⊤1
c⊤2
...
c⊤p








. We havec⊤i vΛ
lα = c⊤i vΛ

kα = 0,

c⊤i
[
v1 v2

]
[
α1 0
0 α2

] [
λl1
λl2

]

= c⊤i
[
v1 v2

]
[
α1 0
0 α2

] [
λk1
λk2

]

= 0

We can reformulate this as follows:
[
1 γl

1 γk

] [
α1 0
0 α2

] [
v⊤1
v⊤2

]

ci =

[
0
0

]

whereγ = λ2

λ1

. SinceA hasn non-zero and distinct magnitude
eigenvalues,|γ| 6= 1 andα1 6= 0, α2 6= 0, thus we must have
v⊤1 ci = v⊤2 ci = 0 (contradiction, since thei-th row of Cv1
andCv2 are not zero by assumption).

(2) Let L1, L2, L12 be three disjoint subsets of{1, · · · , p}
such thatL1 = supp(Cv1)∩supp(Cv2)c, L2 = supp(Cv2)∩
supp(Cv1)c, andL12 = supp(Cv1) ∩ supp(Cv2) where the
superscriptc represents the complement. Then,supp(Cv1) =
L1 ⊕ L12, supp(Cv2) = L2 ⊕ L12, s1 , |supp(Cv1)| =
|L1 ⊕ L12| > 2q, s2 , |supp(Cv2)| = |L2 ⊕ L12| > 2q and
s12 , |L12| ≤ min{s1, s2}. Also, possible cancellations only
occur in the subsetL12 by definition.

|supp(Φz)| = |supp(α1ψ1 + α2ψ2)|

= T · (s1 − s12) + T · (s2 − s12)

+

T−1∑

k=0

(s12 − skr,12)

= T · (s1 + s2 − s12)−
T−1∑

k=0

skr,12

≥ T · (s1 + s2 −min{s1, s2})−
T−1∑

k=0

skr,12

whereskr,12 is the number of cancelled support inL12 at time
stepk. More specifically,i ∈ skr,12 if c⊤i v1 6= 0 andc⊤i v2 6= 0,
but c⊤i vΛ

kα = 0. From (1), we have the followings:

s0r,12 ≤ |L12|

s1r,12 ≤ |L12| − s0r,12

s2r,12 ≤ |L12| − s0r,12 − s1r,12
...

sT−1
r,12 ≤ |L12| −

T−2∑

k=0

skr,12

Thus,
∑T−1

k=0 s
k
r,12 ≤ |L12| ≤ min{s1, s2}, and

|supp(Φz)| ≥ T ·max{s1, s2} −min{s1, s2} > 2q · T.

Lemma 7. (m = 3) Considerz =
∑3

i=1 αivi whereα1 6= 0,
α2 6= 0, α3 6= 0 andαi = 0 for i = {4, 5, · · · , n}.

1)
∑T−1

k=0 s
k
r,123 ≤ 2 · s123 where s123 = |L123| =

|supp(Cv1) ∩ supp(Cv2) ∩ supp(Cv3)|.
2) If T > p+min{s1,s2,s3}

max{s1,s2,s3}−2q , then |supp(Φz)| > 2q · T .



14

Proof. (1) Claim: thei-th row ofCvΛkα can be zero at most
2 times overT time steps.

(suppose not)c⊤i vΛ
dα = c⊤i vΛ

eα = c⊤i vΛ
fα = 0 (d 6=

e 6= f ):




λd1 λd2 λd3
λe1 λe2 λe3
λf1 λf2 λf3





︸ ︷︷ ︸

nonsingular





α1 0 0
0 α2 0
0 0 α3



v
⊤ci =





0
0
0





(We can prove the non-singularity of this matrix using
elementary row operations and showing it is full rank:




1 γd12 γd13
1 γe12 γe13
1 γf12 γf13



 ∼





1 γd12 γd13
0 γe12 − γd12 γe13 − γd13
0 γf12 − γd12 γf13 − γd13





∼







1 γd12 γd13

0 1
γe
13

−γd
13

γe
12

−γd
12

0 1
γ
f
13

−γd
13

γ
f
12

−γd
12






∼







1 γd12 γd13

0 1
γe
13

−γd
13

γe
12

−γd
12

0 0
γ
f
13

−γd
13

γ
f
12

−γd
12

−
γe
13

−γd
13

γe
12

−γd
12







where γ
f
13

−γd
13

γ
f
12

−γd
12

− γe
13

−γd
13

γe
12

−γd
12

6= 0)

Thereforev⊤ci = 0 (contradiction). A similar derivation as in
Lemma 6 then shows

∑T−1
k=0 s

k
r,123 ≤ 2 · s123.

(2) ConsiderCv1, Cv2, Cv3 andΦz:

supp(Cv1) supp(Cv2) supp(Cv3)
L1 0 0
0 L2 0
0 0 L3

L12 L12 0
0 L23 L23

L13 0 L13

L123 L123 L123

Without loss of generality, assumes3 ≥ s2 ≥ s1 (recall s1 =
|L1 ⊕ L12 ⊕ L13 ⊕ L123| = |L1|+ s12 + s13 + s123):

|supp(Φz)| = T · (s1 − s12 − s13 − s123)

+ T · (s2 − s12 − s23 − s123)

+ T · (s3 − s23 − s13 − s123)

+
T−1∑

k=0

(

(s12 − skr,12) + (s23 − skr,23)

+ (s13 − skr,13) + (s123 − skr,123)

)

= T · (s3 + s1 + s2 − s12 − s13 − s23 − 2 · s123)

−
T−1∑

k=0

(skr,12 + skr,23 + skr,13 + skr,123)

≥ T · s3 − p− s123 ≥ T · s3 − p−min{s1, s2, s3}

> 2q · T

where
∑T−1

k=0 (s
k
r,12+s

k
r,23+s

k
r,13) ≤ s12+s23+s13≤ p−s123,

∑T−1
k=0 s

k
r,123 ≤ 2 · s123 and s123 ≤ min{s1, s2, s3} and note

that T > p+min{s1,s2,s3}
max{s1,s2,s3}−2q .

Proposition 5. Considerm eigenvector combinations(n ≥
m ≥ 2). Then, the total number of cancellations overT

time steps satisfies
∑T−1

k=0 s
k
r,12···m ≤ (m − 1) · s12···m where

s12···m = |supp(Cv1) ∩ · · · ∩ supp(Cvm)|.

Proof. Claim: the i-th row of CvΛkα can be zero at most
(m− 1) times overT times steps. (suppose not)








λd1 λd2 · · · λdm
λe1 λe2 · · · λem
...

...
. . .

...
λr1 λr2 · · · λrm















α1 0 · · · 0
0 α2 · · · 0
...

...
. . .

...
0 0 · · · αm







v
⊤ci =








0
0
...
0








=








1 1 · · · 1

λe−d
1 λe−d

2 · · · λe−d
m

...
...

. . .
...

λr−d
1 λr−d

2 · · · λr−d
m








︸ ︷︷ ︸

anm × m alternant matrix

·








λd1 · α1 0 · · · 0
0 λd2 · α2 · · · 0
...

...
. . .

...
0 0 · · · λdm · αm







v
⊤ci

Since the first matrix is an alternant matrix, we can show that
it is a nonsingular matrix by using an alternant determinant
and a Vandermonde matrix [32]. Thereforev⊤ci = 0 (con-
tradiction). A similar derivation as in Lemma 6 then shows
∑T−1

k=0 s
k
r,12···m ≤ (m− 1) · s12···m.

Proposition 6. Considerz =
∑m

i=1 αivi whereαi 6= 0 for
i = {1, · · ·m} and n ≥ m ≥ 2. If T > (m−2)·p+minSm

maxSm−2q

whereSm , {s1, s2, · · · , sm}, then |supp(Φz)| > 2q · T .

Proof.

|supp(Φz)| ≥ T ·max{si} − 1 · (s12 + s13 + · · · sm−1,m)
︸ ︷︷ ︸

correspond tomC2

− 2 · (s123 + s124 + · · · sm−2,m−1,m)
︸ ︷︷ ︸

correspond tomC3

− · · · − (m− 1) · s12···m
︸ ︷︷ ︸

correspond tomCm

≥ T ·max{si} − (s12 + · · ·+ s12···m)
︸ ︷︷ ︸

≤p

− 1 · (s123 + s124 + · · · sm−2,m−1,m)

− · · · − (m− 2) · s12···m

≥ T ·max{si} − (m− 2) · p− s12···m

≥ T ·max{si} − (m− 2) · p−min{si}

> 2q · T
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